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Forward  

The information contained within, where not indicated by a footnote, is the product of 

the Office of the Arizona Secretary of State and expert observers who were granted 

access to the Coliseum through a court-ordered settlement, which was agreed to by the 

Arizona Senate, Cyber Ninjas, and Cyber Ninjas’ subcontractors. The primary 

observers, who were not paid or otherwise compensated for their time, travel, or any 

other expenses by the Secretary, or any agent thereof, were Ryan Macias, Jennifer 

Morrell, and Elizabeth Howard. Certified election officers on staff with the Secretary of 

State’s Office also participated as observers in tandem with these three experts. 

Arizona Secretary of State Information Security Officer Ken Matta also participated as 

an observer, and his observations are included in this report.1   

  

 
1 See Appendix A. 
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Executive Summary 

The 2020 General Election was unlike any election previously seen in the United States. 

Despite setbacks posed by a global pandemic, the unprecedented domestic and foreign 

spread of mis- and disinformation, and historic voter turnout, election officials across the 

nation rose to the occasion and administered a safe, secure, and accurate election. 

Historically, established election best practices have provided confidence and instilled 

faith that election officials were acting with integrity and fairness. 

In Arizona, several pre- and post-election tests are undertaken in order to ensure the 

integrity of the election. These include the required logic and accuracy tests of election 

equipment both before and after the election, as well as the post-election hand count 

audits, which were completed with no evidence of discrepancies or widespread fraud. 

Additionally, Maricopa County election officials completed a separate forensic audit, 

which further confirmed that there was no systemic fraud. In fact, Arizona’s results were 

canvassed, certified, litigated, and audited with no evidence of systemic fraud or 

interference.  

Despite the overwhelming evidence of a secure election and a complete lack of 

evidence to support claims of systemic fraud, there are those at the national, state, and 

local levels who dismiss the validity of these tests and refuse to accept the outcome of 

the 2020 presidential election. Instead, they offer outlandish, unsubstantiated theories of 

fraud, perpetuating disinformation that continues to simultaneously undermine the 

results of a free and fair election and erode public confidence in the democratic process. 

Embracing these conspiracy theories, Arizona Senate President Karen Fann pursued 

further review of the election in Maricopa County. Despite frequent references to this 

review as an audit, the exercise undertaken by the Arizona Senate’s Florida-based 

contractor, Cyber Ninjas, fails to meet industry standards for any credible audit, much 

less for an election audit. The Senate’s contractors demonstrated a lack of 

understanding of election processes and procedures both at a state and county level. 

This exercise is more accurately described as a partisan review of the 2020 General 

Election ballots in Maricopa County, the results of which are invalid and unreliable for a 

number of reasons, which are outlined in this report. 

Problems plagued this exercise from the start, stemming from the opaqueness of the 

contractor’s processes and procedures, as well as from glaring security issues which 
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were reported in the media.2 This prompted the Secretary of State’s Office to take legal 

action,3 which resulted in a settlement agreement that provided ongoing access to the 

media and to Secretary of State observers. This report is based on the observations of 

experts who noted security lapses, issues surrounding the chain of custody of both 

ballots and tabulation equipment, and evidentiary integrity problems throughout the 

entire exercise. The overarching areas of concern include: 

Lack of Security and Chain of Custody Procedures. For Example: 

● Observers noted that there was no security presence preventing entrance 

into the venue or access to the areas where ballots were being stored on 

the first day of the review. 

● Throughout the ballot review, ballot counters were seen with both black 

and blue pens. In a credible election audit, black and blue pens are 

prohibited because this ink can be read by ballot tabulators and used to 

alter ballots. As a result, there is no way to confirm if the original ballots 

that were being reviewed were altered or destroyed. 

● Any participant using a computer could access critical systems housing 

tally data and ballot images because each computer had a single login, 

shared passwords, and no multifactor authentication. 

● Observers noted that ongoing chain of custody interruptions for both the 

data and the equipment, including when voting system software and ballot 

image data was sent to a location in Montana, compromised the data 

integrity. 

Lack of Transparency. For Example: 

● Media and outside observers were not allowed to watch the proceedings 

initially; it was only as a result of litigation that they were allowed to 

observe. However, no observers were allowed to watch the review of the 

voting systems. Voting system data is reported to have then been sent to 

a company in Montana with no indication of how that data was secured or 

what was being done with it by the subcontractor.  

 
2 Loew, M. (2021, April 23). Security lapses plague Arizona Senate's election audit at State Fairgrounds. 
AZFamily. https://www.azfamily.com/news/investigations/cbs_5_investigates/security-lapses-plague-
arizona-senates-election-audit-at-state-fairgrounds/article_b499aee8-a3ed-11eb-8f94-bfc2918c6cc9.html.   
3 Oxford, A. (2021, May 6). Democrats settle lawsuit with Arizona Senate, Cyber Ninjas on Maricopa 

county election audit. The Arizona Republic. 
https://www.azcentral.com/story/news/politics/arizona/2021/05/05/arizona-audit-settlement-reached-
lawsuit-between-democrats-senate/4964988001/.  
 

https://www.azfamily.com/news/investigations/cbs_5_investigates/security-lapses-plague-arizona-senates-election-audit-at-state-fairgrounds/article_b499aee8-a3ed-11eb-8f94-bfc2918c6cc9.html
https://www.azfamily.com/news/investigations/cbs_5_investigates/security-lapses-plague-arizona-senates-election-audit-at-state-fairgrounds/article_b499aee8-a3ed-11eb-8f94-bfc2918c6cc9.html
https://www.azcentral.com/story/news/politics/arizona/2021/05/05/arizona-audit-settlement-reached-lawsuit-between-democrats-senate/4964988001/
https://www.azcentral.com/story/news/politics/arizona/2021/05/05/arizona-audit-settlement-reached-lawsuit-between-democrats-senate/4964988001/


 

5 

●  Observers noted serious concerns with the aggregation of tally sheets 

involving training, software, and ballot identification. For example, there 

are three sets of tallies recorded for every batch of ballots, and the sets of 

tallies are not required to match. Keeping three sets of tallies creates an 

opportunity to alter the results of the counting.   

Lack of Consistent, Documented Quality Control Practices, Policies, and Procedures. 

For Example: 

● Unlike a reliable election audit, policies, processes, and procedures were 

not clearly defined at the outset of the review. When, after a court order, 

some documentation was made available, observers noted that regulatory 

processes were rarely followed. Observers reported these discrepancies 

and were often informed that the policy, process, or procedure had been 

modified. 

● There was no test plan or test procedure for the review of the voting 

systems, as is standard in a credible audit. 

● The Senate’s contractors changed procedures while the review was in 

process, sometimes in the middle of shifts, without updating 

documentation or training for those involved.  

● Paper examination participants were encouraged to flag ballots as 

suspicious. Many of the reasons ballots were marked as suspicious were 

determined to be unfounded by observers knowledgeable in election 

equipment and ballot technology.   

● Ballots were imaged using an unnamed software that observers found 

unreliable. 

● Participants consistently made errors in the data collection.  

There are numerous examples of failures that all but guarantee inaccurate results, 

which would also be impossible to replicate. Any one of these issues would deem an 

audit completely unreliable, but the combination of these failures renders this review 

meritless.  

The 2020 election was secure and accurate, and it is well past the time to accept the 

results and move forward.  

Section 1: The 2020 Election was Secure and Accurate 

On October 7, 2020, early ballots were mailed to voters, marking the start of the 2020 

General Election in Maricopa County. The election concluded on November 30, 2020, 
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when the Secretary of State certified the results of the November 3, 2020 election. The 

breakdown of votes cast in Maricopa County is as follows:4 

 
 

According to the County’s final official results, the Biden/Harris ticket received 1,040,774 

votes (49.81%), the Trump/Pence ticket received 995,665 votes (47.65%), and the 

Jorgensen/Cohen ticket received 31,705 votes (1.52%).5 

Multiple checks, reviews, and audits of the election confirmed the security and integrity 

of the process, as well as the accuracy of the results. 

Pre-Election Logic and Accuracy Testing 

In accordance with Arizona election law, the Secretary of State’s Office conducted a 

Logic and Accuracy (L&A) test on Maricopa County’s election machines prior to the 

election. This process is established in Arizona Revised Statutes (A.R.S.) § 16-499 and 

occurs before every election. During the 2020 election cycle, the L&A test took place on 

October 6, 2020,6 and was performed by the Secretary of State’s staff. It was overseen 

by qualified election staff of different political parties.7 Notice of the event was provided 

in a county-wide newspaper, online, via a media advisory, and was open to be observed 

by the public, press, political parties, and candidates via online observation links. The 

chairs of all three major political parties in the county—Democratic, Republican, and 

Libertarian—were invited to attend in September via direct communications with staff 

and a calendar invite.8 

 
4 Maricopa County Recorder's Office & Election Department, FINAL OFFICIAL RESULTS General 

Election November 3, 2020 (2020). Phoenix, Arizona.  
https://recorder.maricopa.gov/electionarchives/2020/11-03-2020-
1%20Final%20Official%20Summary%20Report%20NOV2020.pdf 
5 Id. 
6 Blasius, M. (2020, November 11). Maricopa County Republican Chairman Rae Chornenky steps down. 
KNXV. https://www.abc15.com/news/election-2020/maricopa-county-republican-chairman-rae-chornenky-
steps-down; Maricopa County. Maricopa County Election facts : Voting equipment & accuracy 
https://www.maricopa.gov/5539/Voting-Equipment-Facts.  
7 Maricopa County, supra note 5. 
8 Slugocki, S. [@Slugocki]. (2020, October 6). One of my legal responsibilities as County Chair is to 
conduct the accuracy tests of the voting machines and certify [Tweet]. Twitter. 
https://twitter.com/Slugocki/status/1313647249684004864; Wingett Sanchez, Y. (2020, November 12). 

https://www.azleg.gov/ars/16/00449.htm
https://recorder.maricopa.gov/electionarchives/2020/11-03-2020-1%20Final%20Official%20Summary%20Report%20NOV2020.pdf
https://recorder.maricopa.gov/electionarchives/2020/11-03-2020-1%20Final%20Official%20Summary%20Report%20NOV2020.pdf
https://www.abc15.com/news/election-2020/maricopa-county-republican-chairman-rae-chornenky-steps-down
https://www.abc15.com/news/election-2020/maricopa-county-republican-chairman-rae-chornenky-steps-down
https://www.maricopa.gov/5539/Voting-Equipment-Facts
https://twitter.com/Slugocki/status/1313647249684004864?ref_src=twsrc%5Etfw%7Ctwcamp%5Etweetembed%7Ctwterm%5E1313647249684004864%7Ctwgr%5E%7Ctwcon%5Es1_&ref_url=https%3A%2F%2F
https://twitter.com/Slugocki/status/1313647249684004864?ref_src=twsrc%5Etfw%7Ctwcamp%5Etweetembed%7Ctwterm%5E1313647249684004864%7Ctwgr%5E%7Ctwcon%5Es1_&ref_url=https%3A%2F%2F
https://twitter.com/Slugocki/status/1313647249684004864
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The L&A test showed that the machines worked, accurately counting ballots and 

attributing votes to the correct candidates in the election management system, and that 

each candidate and ballot measure received the accurate number of votes—all without 

error.9 Accordingly, on October 6, 2020, the Secretary of State certified that the voting 

equipment was errorless and ready for use in the election.10  

Post-Election Reviews 

In the event of a discrepancy between the vote totals, election officials proceed under 

clear audit escalation procedures established in state law. Election officials will compare 

the hand count margin for each race to the designated margin established by the Vote 

Count Verification Commission (VCVC), which is composed of statisticians, election 

officials, and other elections experts, and by law, not more than three members may be 

of the same political party. Prior to each statewide election, the VCVC establishes the 

variance rate (the number of differences discovered between the hand count vote totals 

and the machine count vote totals), which triggers an expanded hand count, and, 

potentially, a full hand count of all ballots cast. If any hand-counted race results in a 

calculated margin that is equal to or greater than the designated margin for the precinct 

hand count, a second precinct hand count of that race and of those same ballots must 

be performed.  

Maricopa County Post-Election Hand Count Audit 

Shortly after the election, from November 4 to November 9, 2020, the Maricopa County 

Elections Department conducted a hand count of ballots from 2% of the Election Day 

vote centers and 5,000 early ballots, as required by Arizona law. See A.R.S. § 16-602 

(B).11 

Statute directs political party chairs (or their designees) to select which ballots will be 

counted by hand after an election.12 Once unofficial vote totals are made public, officials 

from each party are required to meet and select at random, without the use of a 

computer,13] five races from the election that will be subjected to the recount.14 In the 

same manner, those officials are also required to select at least 2% of precincts in the 

 
Maricopa County GOP chair resigns after skipping election equipment verification test. The Arizona 
Republic. https://www.azcentral.com/story/news/politics/elections/2020/11/12/maricopa-county-
republican-party-chair-rae-chornenky-resigns-skipped-election-equipment-test/6263050002/.  
9 Maricopa County, supra note 5.  
10 Id. 
11 Id.; Maricopa County, Arizona, Hand Count/Audit Report at 1, 
https://azsos.gov/sites/default/files/2020_General_Maricopa_Hand_Count.pdf 
12 A.R.S. § 16-602(B)(1-2).  
13 A.R.S. § 16-602(B)(1) 
14 A.R.S. § 16-602(B)(2) 

https://www.azleg.gov/ars/16/00602.htm
https://www.azleg.gov/ars/16/00602.htm
https://rsmelectionsolutions-my.sharepoint.com/personal/ryan_rsmelectionsolutions_com/Documents/Clients/Arizona_Maricopa/Audit/Maricopa%20background%20DRAFT%20.docx#_ftn11
https://azsos.gov/sites/default/files/2020_General_Maricopa_Hand_Count.pdf
https://azsos.gov/sites/default/files/2020_General_Maricopa_Hand_Count.pdf
https://www.azleg.gov/ars/16/00602.htm
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county, or two precincts, whichever is greater, from which ballots will be hand 

recounted.15 Additionally, those officials also select at least one batch16 from each 

machine used for tabulating early ballots, and, in the same random manner, designate 

1%, or five thousand ballots of those ballots, whichever is fewer, for hand recount.17 

The hand count began on November 4, 2020, when the Maricopa County Chairs of the 

Republican, Democratic, and Libertarian parties met to randomly select the races, 

precincts, and batches of early voting ballots that would be recounted by hand,18 after 

the participants took an oath to uphold the constitutions of the United States and 

Arizona.19 The order of the draw was done by lots, and the Republican Party went first, 

followed by the Libertarian Party, and finally the Democratic Party.20 The party 

representatives then selected five races across four precincts and 26 batches of early 

voting ballots for hand counting.21 

The races selected included President, Arizona Corporation Commission, Proposition 

208, U.S. Representative, and State Senator. The precincts selected included Trinity 

Bible Church, ASU Polytechnic, Betania Presbyterian Church, and Turf Paradise, and 

they combined for 2,917 ballots.22 The 26 early voting batches contained 5,165 

ballots.23 

The actual hand count of these ballots was conducted by 26 three-member boards, with 

not more than two members of each board from the same political party.24 The audit 

boards are composed of people appointed by the Republican, Democratic and 

Libertarian party chairs.25 

Upon completion of the hand recount, no discrepancies were noted between the 

machine tabulated results and the actual count.26 This confirmed that the machines had 

accurately counted the ballots.  

 
15 A.R.S. § 16-602(B)(1) 
16 In the 2020 election, batches ranged from 192-200 ballots. 
17 A.R.S. § 16-602(F)(1). 
18 Maricopa County, supra note 10, at 1. 
19 Maricopa County Recorder’s Office. [@RecordersOffice]. (2020, November 7). Thank you to the 
appointed volunteers from all 3 political parties in @maricopacounty who spent their Saturday 
participating [Tweet]. Twitter. https://twitter.com/RecordersOffice/status/1325235298234593280?s=20  
20 Maricopa County, supra note 10, at 1. 
21 Id. 
22 Id. at 1-2, 4. 
23 Id. at 5. 
24 Id.at 1. 
25 Maricopa County, supra note 5. 
26 Maricopa County, supra note 10, at 1. 

https://twitter.com/RecordersOffice/status/1325235298234593280?s=20
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Maricopa Post-Election Logic and Accuracy Testing 

Local election officials must also conduct a post-election L&A test of tabulation 

equipment after the official count has been completed but before the county canvass.27 

L&A testing “is intended to confirm that votes are attributed to the correct candidates 

and ballot measures in the election management system (EMS) and that each 

candidate and ballot measure receives the accurate number of votes.”28 

Maricopa County officials completed their post-election L&A testing of the voting 

equipment on November 18, 2020, with members of the Republican, Democratic, and 

Libertarian parties, as well as the Arizona Attorney General’s Office in attendance.29 

This test was open to the public and a press advisory was sent beforehand.30 As 

required, Maricopa officials used the same test ballots as were used during the pre-

election L&A testing. This test generated the same results as the pre-election L&A test: 

no discrepancies were found.31  

Additional Post-Election Audits in Maricopa County  

On January 27, 2021, the Maricopa County Board of Supervisors unanimously voted to 

commission a “forensic audit of ballot tabulation equipment used in the 2020 election.”32 

This audit was “comprised of three separate audits”: 1) voting system procurement audit 

(conducted by a Certified Public Accounting Firm), 2) compliance forensic audit 

(performed by a Voting System Testing Laboratory (VSTL) accredited by the U.S. 

Election Assistance Commission (EAC), and 3) field audit (performed by a VSTL 

accredited by the EAC).33 The field audit and compliance audit were focused on the 

 
27 Arizona Election Manual, Chapter 12, Section II 
28 Arizona Election Manual, Chapter 4, Section II 
29 Maricopa County. (2021, January 27). 2020 election security & accuracy. 

https://maricopacountyaz.medium.com/2020-election-security-accuracy-7044895ef410.; Arizona 
Republic. (2020, November 20). Postelection logic and Accuracy test for Maricopa County tabulation 
machines.https://www.azcentral.com/picture-gallery/news/politics/elections/2020/11/20/postelection-logic-
and-accuracy-test-maricopa-county/3770104001/.   
30 Maricopa County Elections Department. (2020, November 17). Media Advisory: Post Election Logic 
and Accuracy Test on Nov. 18. https://content.govdelivery.com/accounts/AZMARIC/bulletins/2acffff.   
31 Maricopa County, supra note 28; Arizona Republic, supra note 28.  
32 Maricopa County. Auditing elections equipment In Maricopa County. 
https://www.maricopa.gov/5681/Elections-Equipment-Audit.   
33 Id.; Jarrett, S., & Valenzuela, R. (2021, February 23). Update on the Forensic Audit of Maricopa 
County's Tabulation Equipment.  
 https://www.maricopa.gov/DocumentCenter/View/66842/Foresic-Audit-Transmittal-Letter  

https://maricopacountyaz.medium.com/2020-election-security-accuracy-7044895ef410
https://www.azcentral.com/picture-gallery/news/politics/elections/2020/11/20/postelection-logic-and-accuracy-test-maricopa-county/3770104001/
https://www.azcentral.com/picture-gallery/news/politics/elections/2020/11/20/postelection-logic-and-accuracy-test-maricopa-county/3770104001/
https://content.govdelivery.com/accounts/AZMARIC/bulletins/2acffff
https://www.maricopa.gov/5681/Elections-Equipment-Audit
https://www.maricopa.gov/DocumentCenter/View/66842/Foresic-Audit-Transmittal-Letter
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software, systems, and elections equipment, and began on February 2, 2021, and were 

completed over the following two weeks. They found no evidence of vote-switching, 

internet connectivity, tabulation software modifications, malicious software, or hardware 

installation, and these results were published on February 23, 2021.34  

Maricopa County officials concluded: “The combination of these findings, along with the 

pre- and post-election logic and accuracy tests performed by election officials, the post-

election hand count performed by the political parties, and the many security protocols 

implemented by the Elections Department, confirm that Maricopa County’s Elections 

Department’s configuration and setup of the voting equipment and election 

management system provided an accurate counting of ballots and reporting of 

results.”35 

Section 2: Arizona Senate Republicans conduct 

Secretive and Disorganized Review 

Despite Maricopa County Election Officials’ compliance with Arizona’s established 

statutory regime for reviewing election results, State Senate President Karen Fann and 

the Senate Judiciary Committee sought an additional review of the election in Maricopa 

County. While they did not question the accuracy of the votes cast on these ballots for 

their Republican colleagues in the state legislature, they took the unprecedented step of 

issuing a subpoena for Maricopa County’s 2020 election materials to launch a partisan 

review of the results for U.S. President and U.S. Senator—two statewide races won by 

Democratic candidates.  

On December 15, 2020, President Fann and then-Chair of the Judiciary Committee 

Senator Eddie Farnsworth subpoenaed Maricopa County’s nearly 2.1 million ballots and 

election machinery in order to conduct what they called a “full forensic audit.”36 On 

 
34 Id.;, See SLI Compliance. (2021, February 23). Forensic Audit Report: Dominion Voting Systems, 
Democracy Suite 5.5B. https://www.maricopa.gov/DocumentCenter/View/66843/SLI-Compliance-
Forensic-Audit-Report?bidId=.  
 (“SLI Compliance found there to be no internet connectivity occurring within the specific time period (July 
6, 2020 through November 20, 2020) on any of the examined components.”; “No instance of malicious 
software was found on any of the devices.”); Pro V&V. (2021, February 23). Field Audit Report: Dominion 
Voting Systems Democracy Suite (D-Suite) 5.5-B Voting System Maricopa Post-Election Field Audit. 
https://www.maricopa.gov/DocumentCenter/View/66844/Post-Audit-Report.  
 (“Pro V&V determined that the network it evaluated is a “Closed Network” and does not have access to 
the internet.”; “No discrepancies [discovered by a malware/virus scanning software] were noted at any 
time”; “[A]ll [test] votes were tallied and adjudicated resulting in an accurate ballot count.”) 
35 Jarrett & Valenzuela, supra note 32. 
36 See Maricopa County et al. v. Fann et al., Compl. Ex. 1 (subpoena), Maricopa Cty. Sup. Ct., No. 
CV2020-016840 (Dec. 18, 2020). Senator Farnsworth was later replaced with Senator Warren Petersen 

https://www.maricopa.gov/DocumentCenter/View/66843/SLI-Compliance-Forensic-Audit-Report?bidId=
https://www.maricopa.gov/DocumentCenter/View/66843/SLI-Compliance-Forensic-Audit-Report?bidId=
https://www.maricopa.gov/DocumentCenter/View/66844/Post-Audit-Report
https://www.clerkofcourt.maricopa.gov/home/showpublisheddocument/1992/637441427303430000
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December 18, 2020, the Maricopa County Board of Supervisors filed a complaint in 

Maricopa County Superior Court, asking the court to quash the subpoenas and declare 

them unlawful.37 

While this challenge was pending, on January 12, 2021, President Fann and Senator 

Petersen served updated subpoenas on the Maricopa County Board of Supervisors; 

Stephen Richer, the Maricopa County Recorder; and John Allen, the Maricopa County 

Treasurer.38 A full list of the requested materials can be found in the subpoenas. 

The County and Senators litigated the validity of the subpoenas, and on February 25, 

2021, Judge Timothy Thomason ruled that the subpoenas were valid.39 He found the 

Senate’s stated reasoning—to determine whether changes should be made to the state 

election code—valid and within its powers, though he also noted concerns about voters’ 

privacy and ballot security, concluding that the Senators were “obligated to maintain the 

confidentiality” of the subpoenaed ballot information.40 

On March 31, 2021, President Fann announced that she had hired a Florida-based 

cybersecurity company called Cyber Ninjas to conduct what it called a “comprehensive, 

full forensic audit of the 2020 election in Maricopa County.”41 It remains unclear how 

Fann chose Cyber Ninjas, as the company has no documented election experience and 

did not submit a formal bid.42 While at least one other vendor submitted a bid to conduct 

a forensic audit for $8 million, Cyber Ninjas agreed to charge the Senate $150,000. The 

Senate’s contractors announced in July 2021 that supporters had raised $5.7 million in 

connection with the Senate’s ballot review.43 This followed an earlier report that the 

 
when Petersen took over as the Chairperson of the Judiciary Committee at the start of the 2021 
legislative session in January. 
37 Id. 
38 See Maricopa County et al. v. Fann et al., Not. Re New Subpoenas., Maricopa Cty. Sup. Ct., No. 
CV2020-016840 (Jan. 12, 2020); Maricopa County et al. v. Fann et al., Not. Re New Subpoenas Ex. A, 
Maricopa Cty. Sup. Ct., No. CV2020-016840 (Jan. 12, 2020); https://www.azmirror.com/blog/judge-
reschedules-arguments-due-to-new-subpoena-in-election-audit-fight/ 
39 Fifield, J. (2021, February 27). Judge rules Maricopa county must provide 2020 ballots to Arizona 
Senate for audit under subpoenas. The Arizona Republic. 
https://www.azcentral.com/story/news/politics/elections/2021/02/26/judge-says-maricopa-county-must-
provide-2020-ballots-arizona-senate/6825892002/.   
40 Id. 
41 Duda, J. (2021, April 1). Arizona Senate hires a 'stop the steal' advocate to lead 2020 election audit. 
Arizona Mirror. https://www.azmirror.com/2021/03/31/arizona-senate-hires-a-stop-the-steal-advocate-to-
lead-2020-election-audit/.   
42 Riccardi, N. (2021, May 23). Experts or 'grifters'? Little-known firm runs Arizona audit. AP NEWS. 
https://apnews.com/article/donald-trump-arizona-business-technology-election-recounts-
c5948f1d2ecdff9e93d4aa27ba0c1315.   
43 Duda, J. (2021, July 29). Election conspiracy theorist groups paid $5.7 million for the Arizona 'audit'. 
Arizona Mirror. https://www.azmirror.com/2021/07/28/election-conspiracy-theorist-groups-paid-5-7-million-
for-the-arizona-audit/.   

https://www.clerkofcourt.maricopa.gov/home/showpublisheddocument/2161/637461483865700000
https://www.clerkofcourt.maricopa.gov/home/showpublisheddocument/2159/637461483859900000
https://www.clerkofcourt.maricopa.gov/home/showpublisheddocument/2161/637461483865700000
https://www.azmirror.com/blog/judge-reschedules-arguments-due-to-new-subpoena-in-election-audit-fight/
https://www.azmirror.com/blog/judge-reschedules-arguments-due-to-new-subpoena-in-election-audit-fight/
https://www.azcentral.com/story/news/politics/elections/2021/02/26/judge-says-maricopa-county-must-provide-2020-ballots-arizona-senate/6825892002/
https://www.azcentral.com/story/news/politics/elections/2021/02/26/judge-says-maricopa-county-must-provide-2020-ballots-arizona-senate/6825892002/
https://www.azmirror.com/2021/03/31/arizona-senate-hires-a-stop-the-steal-advocate-to-lead-2020-election-audit/
https://www.azmirror.com/2021/03/31/arizona-senate-hires-a-stop-the-steal-advocate-to-lead-2020-election-audit/
https://apnews.com/article/donald-trump-arizona-business-technology-election-recounts-c5948f1d2ecdff9e93d4aa27ba0c1315
https://apnews.com/article/donald-trump-arizona-business-technology-election-recounts-c5948f1d2ecdff9e93d4aa27ba0c1315
https://www.azmirror.com/2021/07/28/election-conspiracy-theorist-groups-paid-5-7-million-for-the-arizona-audit/
https://www.azmirror.com/2021/07/28/election-conspiracy-theorist-groups-paid-5-7-million-for-the-arizona-audit/
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costs of the exercise had topped $9 million44, and a judge indicating that the Arizona 

Senate cannot keep information regarding the funding sources private.45   

Cyber Ninjas proceeded to subcontract with smaller firms, which were also lacking 

significant elections experience and were not accredited by the U.S. Election Assistance 

Commission: Wake Technology Services, Inc., CyrFir, and Digital Discovery.46 Only 

Wake Technology Services, Inc. had conducted a post-election audit, which had 

involved fewer than 8,000 ballots (compared to the 2.1 million in Maricopa). The 

Senate’s contractors subcontracted with Wake to run the review’s hand count. However, 

when Wake’s contract ended on May 14, 2021, the company chose not to continue and 

left with the hand count review unfinished.47 This disruption led to a new company, 

StratTech Solutions, an Arizona internet technology company with no election auditing 

experience, replacing Wake.48 

The Statement of Work, agreed to by the State Senate and Cyber Ninjas, detailed 

Cyber Ninjas’ planned course of work, including four phases: “Registration and Votes 

Cast Phase”; “Vote Count and Tally Phase”; “Electronic Voting System Phase”; and 

“Reported Results Phase.49 As described, the “Registration and Votes Cast Phase” was 

meant to include phone calls and physical “canvassing” of Maricopa County voters to 

question them about undefined “anomalies.” However, on May 5, 2021, the U.S. 

Department of Justice sent a letter to President Fann, warning her that the procedures 

being used for the “audit” may violate federal law, including laws which prohibit voter 

intimidation and laws which require election officials to safeguard and preserve federal 

election records.50 On May 7, 2021, President Fann sent a letter in response to the 

Department of Justice, explaining that the Senate would “indefinitely defer” the “voter 

 
44 Pulitzer, J. How do you feel about today in #Maricopa. (2021). 
https://www.facebook.com/JovanHuttonPulitzer/videos/985248078942100/?t=19.   
45 American Oversight v. Fann et al., Order to Produce Public Records, Maricopa Cty. Sup. Ct., No. 

CV2021-008265 (Aug. 2, 2021).  
46 Fifield, J., Randazzo, R., & Oxford, A. (2021, April 1). Founder of company hired to conduct Maricopa 
county election audit promoted election fraud theories. The Arizona Republic. 
https://www.azcentral.com/story/news/politics/elections/2021/03/31/cyber-ninjas-founder-doug-logan-
pushed-election-fraud-theories/4825258001/.   
47 Fifield, J., & Oxford, A. (2021, May 26). Tech company running Arizona ballot recount backs out: 'they 

were done'. The Arizona Republic. 
https://www.azcentral.com/story/news/politics/elections/2021/05/25/cyber-ninjas-subcontractor-strattech-
solutions-takes-over-arizona-election-audit-hand-count/7429980002/.   
48 Id. 
49 Cyber Ninjas. (2021). Statement of Work. See Appendix B or 
https://www.documentcloud.org/documents/20536950-arizona-senate-cyber-ninjas-statement-of-work-
executed-033121.  
50 Karlan, P. (2021, May 5). DOJ Letter to Fann.  
https://assets.documentcloud.org/documents/20698904/doj-letter-to-fann-5-5-21.pdf 

https://www.facebook.com/JovanHuttonPulitzer/videos/985248078942100/?t=19
https://www.clerkofcourt.maricopa.gov/home/showpublisheddocument/2919/637636042575956584
https://www.azcentral.com/story/news/politics/elections/2021/03/31/cyber-ninjas-founder-doug-logan-pushed-election-fraud-theories/4825258001/
https://www.azcentral.com/story/news/politics/elections/2021/03/31/cyber-ninjas-founder-doug-logan-pushed-election-fraud-theories/4825258001/
https://www.azcentral.com/story/news/politics/elections/2021/05/25/cyber-ninjas-subcontractor-strattech-solutions-takes-over-arizona-election-audit-hand-count/7429980002/
https://www.azcentral.com/story/news/politics/elections/2021/05/25/cyber-ninjas-subcontractor-strattech-solutions-takes-over-arizona-election-audit-hand-count/7429980002/
https://www.documentcloud.org/documents/20536950-arizona-senate-cyber-ninjas-statement-of-work-executed-033121
https://www.documentcloud.org/documents/20536950-arizona-senate-cyber-ninjas-statement-of-work-executed-033121
https://assets.documentcloud.org/documents/20698904/doj-letter-to-fann-5-5-21.pdf
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canvassing” component of the process.51 Senate Liaison Ken Bennett quickly 

contradicted Fann, stating the team “will still do ‘spot checks’ of some addresses, such 

as places where a large number of votes were reportedly cast.”52 

Lack and Transparency and Access 

In contrast to election audits conducted by election officials in compliance with state law 

that are open to the public and the press, the State Senate and their contractors have 

consistently fought to prevent or limit access by the public or press to information about 

the review, including written procedures, who the counters and staff members are, and 

who is funding this exercise.53 Citing the proprietary interests, they prevented 

independent nonpartisan experts and press from observing the process at the 

Coliseum.54 Initially, only One American News Network, a television network that helped 

to organize and fund the review, was granted access.55  

In a March 3, 2021 letter to President Fann and Arizona Senator Warren Peterson, the 

Arizona Secretary of State expressed her concern with the Senate’s plans to review 

ballots.56 Alongside other suggestions and requests, she requested that the Senate 

“[p]ermit the Secretary of State’s Office, the Governor’s Office, the Attorney General’s 

Office, Maricopa County officials, and political party designees to observe every step of 

any audit and any handling, inspection, or counting of ballots.”57 The Senate failed to 

respond. 

On April 20, 2021, the Maricopa County Elections Department announced that it would 

transfer ballots and election equipment to the Veterans Memorial Coliseum in Phoenix 

 
51 Fann, K. (2021,May 7). Fann Response to DOJ.  
https://assets.documentcloud.org/documents/20700735/fann-response-to-doj-5-7-21.pdf 
52 Duda, J. [@JeremyDuda]. (2021, May 12). Though @FannKfann told DOJ that the audit indefinitely 
suspended plans to knock on voters’ doors to confirm voter [Tweet]. Twitter. 
https://twitter.com/jeremyduda/status/1392629603785527300?s=20  
53 MacDonald-Evoy, J. (2021, April 23). Senate won't say who is funding the election audit or allow media 
access. Arizona Mirror. https://www.azmirror.com/2021/04/23/senate-wont-say-who-is-funding-the-
election-audit-or-allow-media--access/.   
54 Oxford, A. (2021, April 26). Cyber ninjas, hired by Arizona Senate to recount Maricopa County's ballots, 
asks court to keep its procedures secret. The Arizona Republic. 
https://www.azcentral.com/story/news/politics/elections/2021/04/25/cyber-ninjas-wants-to-keep-its-
arizona-election-recount-secret/7379117002/.   
55 Mimms, S. (2021, May 18). Pro-Trump OAN reporters are Blatantly raising money for a BOGUS 
election "Audit" In Arizona. BuzzFeed News. https://www.buzzfeednews.com/article/sarahmimms/arizona-
election-results-oan-reporters-fundraising.;  Valdes, N. (2021, May 5). Maricopa County Senate Audit 
observers forced to sign non-disclosure agreements. KNXV. 
https://www.abc15.com/news/state/maricopa-county-senate-audit-observers-forced-to-sign-non-
disclosure-agreements.  
56 Hobbs, K. (2021, March 3) Letter to Karen Fann. 

https://azsos.gov/sites/default/files/Fann_Letter_3_3_2021.pdf 
57 Id. at 3. 

https://assets.documentcloud.org/documents/20700735/fann-response-to-doj-5-7-21.pdf
https://twitter.com/jeremyduda/status/1392629603785527300?s=20
https://www.azmirror.com/2021/04/23/senate-wont-say-who-is-funding-the-election-audit-or-allow-media--access/
https://www.azmirror.com/2021/04/23/senate-wont-say-who-is-funding-the-election-audit-or-allow-media--access/
https://www.azcentral.com/story/news/politics/elections/2021/04/25/cyber-ninjas-wants-to-keep-its-arizona-election-recount-secret/7379117002/
https://www.azcentral.com/story/news/politics/elections/2021/04/25/cyber-ninjas-wants-to-keep-its-arizona-election-recount-secret/7379117002/
https://www.buzzfeednews.com/article/sarahmimms/arizona-election-results-oan-reporters-fundraising
https://www.buzzfeednews.com/article/sarahmimms/arizona-election-results-oan-reporters-fundraising
https://www.abc15.com/news/state/maricopa-county-senate-audit-observers-forced-to-sign-non-disclosure-agreements
https://www.abc15.com/news/state/maricopa-county-senate-audit-observers-forced-to-sign-non-disclosure-agreements
https://azsos.gov/sites/default/files/Fann_Letter_3_3_2021.pdf
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(“the Coliseum”), the venue selected for the exercise.58 The next day, on April 21, the 

Secretary of State’s Elections Director, Sambo Dul, emailed Fann and former Secretary 

of State Ken Bennett, the Senate’s “audit liaison,” to request permission to designate 

independent experts to observe the audit alongside national nonpartisan nonprofit 

organizations.59 Dul also requested that the audit be open to press observers. Bennett 

expressed openness to the idea by telephone, but neither Bennett nor Fann followed 

through.60 

At the same time, the Senate’s contractors sought to keep press out of the Coliseum 

and to keep its policies and procedures for conducting the process a secret.61 The only 

publicly available information was its Statement of Work. 

In a letter to Fann and Bennett dated April 22, 2021, multiple Arizona news 

organizations voiced similar concerns, describing the press’s failed efforts to gain 

access to the Coliseum and explaining why the refusal to permit press observers 

violated the First Amendment.62 

That same day, the Arizona Democratic Party and a member of the Maricopa Board of 

Supervisors sued in Arizona Superior Court to stop the ballot review, citing violations of 

Arizona election law and risks to voter privacy and ballot security.63 

The court subsequently ordered the Senate’s contractors to file all policies and 

procedures relevant to the exercise by April 25, 2021.64 Cyber Ninjas and the Senate 

defendants immediately appealed the order with the Arizona Supreme Court and were 

denied.65 The contractors also requested that its policies and procedures be sealed and 

that a hearing on the matter be closed to the public, claiming legislative privilege as well 

 
58 Maricopa County Elections Department. Maricopa County to Deliver Subpoenaed Election Materials to 

Arizona Senate. (2021, April 20). https://www.maricopa.gov/CivicAlerts.aspx?AID=2235.   
59 See Arizona Democratic Party et al. v. Fann et al., Mot. to Intervene by Ariz. Sec. of State Katie Hobbs, 
Ex. A (proposed Compl.), Maricopa Cty. Sup. Ct., No. CV2021-006646 (Apr. 27, 2021) at 4. 
60 See Arizona Democratic Party et al. v. Fann et al., Mot. to Intervene by Ariz. Sec. of State Katie Hobbs, 
Ex. A (proposed Compl.), Maricopa Cty. Sup. Ct., No. CV2021-006646 (Apr. 27, 2021) at 4. 
61 MacDonald-Evoy, supra note 52.  
62 Bodney, D. (2021, April 22). Phoenix Newspapers, Inc., Arizona Broadcasters Association and Arizona 
Mirror/News Organizations’ Right of Access to Election Audit .  
 https://assets.documentcloud.org/documents/20689181/election-audit-access-demand-letter.pdf.; see 
also Alexander, P. et al., (2021, April 22). Letter to Karen Fann.  
 https://www.brennancenter.org/sites/default/files/2021-04/Arizona%20Senate%20Audit%20Letter.pdf. 
63 Arizona Democratic Party et al. v. Fann et al., Complaint, Maricopa Cty. Sup. Ct., No. CV2021-006646 

(Apr. 22, 2021), Arizona Democratic Party et al. v. Fann et al., Order Denying Special Action, Ariz. Sup. 
Ct., No. C21-0102-SA (Apr. 23, 2021). 
64 Arizona Democratic Party et al. v. Fann et al., Complaint, Maricopa Cty. Sup. Ct., No. CV2021-006646 

(Apr. 22, 2021) at 4. 
65 Arizona Democratic Party et al. v. Fann et al., Order Denying Special Action, supra note 62. 

https://www.maricopa.gov/CivicAlerts.aspx?AID=2235
https://www.clerkofcourt.maricopa.gov/home/showpublisheddocument/2665/637551959808530000
https://www.clerkofcourt.maricopa.gov/home/showpublisheddocument/2665/637551959808530000
https://www.clerkofcourt.maricopa.gov/home/showpublisheddocument/2665/637551959808530000
https://www.clerkofcourt.maricopa.gov/home/showpublisheddocument/2665/637551959808530000
https://assets.documentcloud.org/documents/20689181/election-audit-access-demand-letter.pdf
https://www.brennancenter.org/sites/default/files/2021-04/Arizona%20Senate%20Audit%20Letter.pdf
https://www.clerkofcourt.maricopa.gov/home/showpublisheddocument/2561/637551085852570000
https://www.clerkofcourt.maricopa.gov/home/showpublisheddocument/2667/637552036246900000
https://www.clerkofcourt.maricopa.gov/home/showpublisheddocument/2561/637551085852570000
https://www.clerkofcourt.maricopa.gov/home/showpublisheddocument/2667/637552036246900000
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as trade secret protection.66 Arizona Supreme Court Justice Clint Bolick denied that 

motion.67 

On April 26, 2021, the First Amendment Coalition of Arizona filed a motion in the 

Superior Court to intervene in the lawsuit for the purpose of opposing these secrecy 

requests, which was granted.68 The Secretary of State’s Office moved to intervene on 

April 27,69 requesting that the court order the defendants to “allow independent 

observers, including independent experts designated by the Secretary, members of 

political parties, and members of the press, to effectively observe the audit.”70 The court 

granted the Secretary’s motion over the defendants’ objections,71 and following a 

hearing and negotiations,72 all parties agreed that the Secretary’s independent expert 

observers could observe the proceedings.73 

The parties later reached a settlement on additional issues74, and while the review was 

allowed to continue, the Senate’s contractors were required to provide greater 

transparency into their procedures and permit the press and qualified observers 

throughout the review.75 

 

 

 
66 Arizona Democratic Party et al. v. Fann et al., Simultaneous Brief of Cyber Ninjas, Maricopa Cty. Sup. 
Ct., No. CV2021-006646 (Apr. 25, 2021) at 2, 5-6. 
67 Arizona Democratic Party et al. v. Fann et al., Order Denying Special Action, supra note 62, at 2. 
68 Arizona Democratic Party et al. v. Fann et al., Mot. to intervene by First Amendment Coalition of 

Arizona, Maricopa Cty. Sup. Ct., No. CV2021-006646 (Apr. 26, 2021). 
69 Arizona Democratic Party et al. v. Fann et al., Mot. to Intervene by Ariz. Sec. of State Katie Hobbs, Ex. 
A (proposed Compl.), supra note 58.  
70 Id. 
71 Arizona Democratic Party et al. v. Fann et al., Mot. to Intervene by Ariz. Sec. of State Katie Hobbs, 
Maricopa Cty. Sup. Ct., No. CV2021-006646 (Apr. 27, 2021). 
https://www.clerkofcourt.maricopa.gov/home/showpublisheddocument/2663/637551959803530000 
72 Arizona Democratic Party et al. v. Fann et al., Order to Meet and Confer, Maricopa Cty. Sup. Ct., No. 
CV2021-006646 (Apr. 28, 2021) Min. Entry, Dkt. No. 5 at 3. 
73 Phillips, M. (2021, April 30). Secretary of state gets observers inside Maricopa county Election Audit, 

Cyber Ninjas has to reveal methods. KNXV. https://www.abc15.com/news/state/secretary-of-state-gets-
observers-inside-maricopa-county-election-audit-cyber-ninjas-has-to-reveal-methods.   
74 Arizona Democratic Party, et al. v. Fann et al., Settlement Agreement. Maricopa Cty. Sup. Ct., No. 
CV2021-006646 (May 5, 2021). See Appendix C or 
https://assets.documentcloud.org/documents/20698756/settlement-agreement-final-00547419xc217c.pdf 
75 Id. 

https://www.clerkofcourt.maricopa.gov/home/showpublisheddocument/2553/637551085553800000
https://www.clerkofcourt.maricopa.gov/home/showpublisheddocument/2667/637552036246900000
https://www.clerkofcourt.maricopa.gov/home/showpublisheddocument/2569/637551085904470000
https://www.clerkofcourt.maricopa.gov/home/showpublisheddocument/2569/637551085904470000
https://www.clerkofcourt.maricopa.gov/home/showpublisheddocument/2665/637551959808530000
https://www.clerkofcourt.maricopa.gov/home/showpublisheddocument/2665/637551959808530000
https://www.clerkofcourt.maricopa.gov/home/showpublisheddocument/2663/637551959803530000
https://www.clerkofcourt.maricopa.gov/home/showpublisheddocument/2663/637551959803530000
https://www.clerkofcourt.maricopa.gov/home/showpublisheddocument/2681/627553068934400000
https://www.abc15.com/news/state/secretary-of-state-gets-observers-inside-maricopa-county-election-audit-cyber-ninjas-has-to-reveal-methods
https://www.abc15.com/news/state/secretary-of-state-gets-observers-inside-maricopa-county-election-audit-cyber-ninjas-has-to-reveal-methods
https://assets.documentcloud.org/documents/20698756/settlement-agreement-final-00547419xc217c.pdf
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Section 3: Expert Election Observers Document Senate 

Reviews Failures  
“The legitimacy of an election—the peaceful transference of power based on the will of 

the people—necessitates diligence in assuring that the correct outcome was announced 

and certified.”76 Pursuant to Arizona law, election administration in Arizona incorporates 

many aspects of performance management, security, quality control, and pre-election 

testing and robust post-election auditing protocols that can identify issues that impact 

the legitimacy of an election.77 These audits provided further evidence of the integrity of 

Maricopa County’s elections and the accuracy of the certified election outcome. 

 

“Professional auditing is a method of verifying, through evidence gathered by inquiry, 

observation and testing, the activities and results of a process.”78 Furthermore, “it is the 

method by which third parties and stakeholders—both internal and external to the 

process—can be assured that the process was performed in accordance with the 

established procedures and will increase acceptance of the process outcomes because 

of the independent validation of the established procedures.”79  

 

The purported “audit” conducted by the Senate’s contractors did not meet this definition. 

Moreover, it failed to satisfy the basic standards for elections auditing. Because of these 

failures, any findings or report issued by Cyber Ninjas, or the state senate, based on the 

information collected using these faulty and inconsistently-applied procedures and 

processes, should not be considered trustworthy or accurate.  

 

Designated Election Observers 

 

Following the litigation, the Secretary of State’s Office consistently sent qualified, non-

partisan election experts to observe the review.80 Based on their observations inside the 

Coliseum, the expert observers documented and quickly shared concerns, which 

allowed the SOS to report issues and to ensure that the public received timely 

information. The following section outlines the most significant concerns noted by the 

expert observers.  

 
76 Morrell, J. (2019, May). Knowing It's Right, Part One A Practical Guide to Risk-Limiting Audits. 
https://democracyfund.org/wp-content/uploads/2020/06/2019_DF_KnowingItsRight_Part1.pdf.   
77 See e.g. ARS § 16-602 (prescribing post-election hand-count audits).  
78 The Maryland State Board of Elections . (2008, December 3). Development of a Pilot Election Audit 

Program. 
https://elections.maryland.gov/press_room/documents/Maryland_Pilot%20Election%20Audit_12-3-
2008.pdf.   
79 Id. 
80 A timeline of the observers’ review is included at Appendix X. 

https://democracyfund.org/wp-content/uploads/2020/06/2019_DF_KnowingItsRight_Part1.pdf
https://elections.maryland.gov/press_room/documents/Maryland_Pilot%20Election%20Audit_12-3-2008.pdf
https://elections.maryland.gov/press_room/documents/Maryland_Pilot%20Election%20Audit_12-3-2008.pdf
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Overarching Concerns  
Lack of Compliance with Federal Law 

 

Federal law requires election officials to safeguard and protect election materials, 

including ballots, for 22 months after an election.81 “Election [materials must] be retained 

either physically by election officials themselves, or under their direct administrative 

supervision. This is because the document retention requirements of this federal law 

place the retention and safekeeping duties squarely on the shoulders of election 

officers.”82 At all times, “election officers [must retain] ultimate management authority 

over the retention and security of those election records, including the right to physically 

access [these records].”83  

 

The Senate forced Maricopa County election officials to hand over voting machines and 

the approximately 2.1 million ballots cast in the November 2020 General Election. 

Based on observer accounts and understanding, the Senate and their agents, including 

the contractors, retained complete management authority over these materials upon 

Maricopa County election officials’ transfer of these materials, beginning on April 21, 

2021, into their custody, as required pursuant to court order.   

 

Upon receipt of these materials, the Senate, and its agents, including the contractors, 

failed to comply with the custodial duties to protect and maintain federal election 

materials. 

 

Transparency 

Throughout this exercise, there have been concerns about transparency, despite the 

contractors describing it as the “most transparent in American history.84” Processes 

have changed throughout, without clear communication to the press or observers, and 

confusion on the floor was commonplace. The contractors were seemingly developing 

and changing procedures as they moved through the process. True transparency, a 

hallmark of a credible audit, was entirely lacking in this exercise. Although the 

contractors called much attention to the livestream of their efforts, in reality, the 

 
81 52 U.S.C. §§ 20701-20706. 
82 United States Department of Justice. (2017, December). Federal Prosecution of Election Offenses. 
https://www.justice.gov/criminal/file/1029066/download.   
83 Id. at 90.  
84 Dana, J. (2021, May 4). Cyber ninjas claim Maricopa county election Audit 'most transparent in 

American history'. 12news.com. https://www.12news.com/article/news/local/valley/cyber-ninjas-claim-
maricopa-county-election-audit-most-transparent-in-american-history/75-cfd09684-59c0-4848-8eea-
84c99154f686.   
 

https://www.justice.gov/criminal/file/1029066/download
https://www.12news.com/article/news/local/valley/cyber-ninjas-claim-maricopa-county-election-audit-most-transparent-in-american-history/75-cfd09684-59c0-4848-8eea-84c99154f686
https://www.12news.com/article/news/local/valley/cyber-ninjas-claim-maricopa-county-election-audit-most-transparent-in-american-history/75-cfd09684-59c0-4848-8eea-84c99154f686
https://www.12news.com/article/news/local/valley/cyber-ninjas-claim-maricopa-county-election-audit-most-transparent-in-american-history/75-cfd09684-59c0-4848-8eea-84c99154f686
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cameras did not cover all parts of the exercise, as the contractors purported they would. 

Processes, procedures, and standards remained obscured from observers and often 

from participants.  

For example, during observers’ conversation with a StratTech employee and Cyber 

Ninjas attorney Bryan Blehm regarding the infrastructure, security, and transparency 

concerns, Blehm told observers directly that this exercise was not a certification of the 

election or its results and added that the contractors could determine the level of 

transparency to provide.  

Observers were also informed that Cyber Ninjas CEO Doug Logan and Bryan Blehm 

both instructed participants not to talk if/when official observers were near them, and 

that code words were used by participants to warn others that the Secretary of State 

observers were in the area. 

With concerns about the lack of transparency around the aggregation process 

mounting, observers asked for demonstrations. When observers requested copies of 

the procedures, they were informed that the procedures were in “draft form” and not 

subject to disclosure—although these procedures had been printed and distributed to 

participants as a working guide for performing the aggregation duties. When observers 

directed this request to Senate Liaison Ken Bennett, he replied, “I have been asking for 

the same thing,” illustrating that the process was unclear to both the observers and to 

Bennett himself. Observers noted this as an indication that it was, in fact, the 

contractors in control of the operation—not the Arizona Senate.  

Security guards blocked observers from tours of the operation given to delegates from 

other states. The observers added that the contractors would speak in a manner that 

would prevent the observers from hearing what was being said on the tours. Observers 

were told that this was a COVID-19 protocol and the observers could not stand within 6 

feet of the delegates. However, this policy was only selectively enforced, as all of the 

delegates were huddled together, the contractors were within 6 feet of the delegates, 

and the non-Secretary of State observers were allowed to be within 6 feet of the 

process.  

Security 

Cybersecurity Concerns  

Both physical and cybersecurity concerns plagued the entire exercise. Basic tenets of 

cybersecurity dictate that users do not use shared accounts, do not share passwords, 

and do not write down passwords. These basic standards are implemented for several 

reasons, including for the protection of data integrity, which is of critical importance. 
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Violations of these cybersecurity foundational principles provide opportunities for 

computers to be accessed by unauthorized personnel, including bad actors, who may 

intentionally, or unintentionally, alter data, such as vote tallies. 

During the first few weeks of this exercise, observers noted an alarming failure to 

comply with basic cybersecurity standards that protect data integrity. Data was collected 

and initially stored locally on the computers at each of the following stations: 1) paper 

examination tables, where participants took pictures of the ballots and 2) aggregation 

stations, for compiling the tally sheets completed by counters.  

The Senate contractors set up stations for different parts of the counting process. This 

is problematic for two reasons: 1) any bad actors with access to the computers, or to the 

passwords for those computers, could change and manipulate data in the spreadsheets 

without anyone else being able to track it; and 2) the data could be lost without 

consistent backups. With the data being stored locally, there were no redundant copies 

of the information to ensure that any lost or altered data could be recovered.  

For example, the observers were informed that the spreadsheets being used to store 

the tally data were stored locally on the computers. The data was only backed up to the 

server once daily, and, as part of the backup process, the server created a hash of the 

file for an integrity check. However, because this only happened once a day, the hash 

could be altered several times without detection. Further compounding the situation was 

the lack of logs created on the files, except a general log of which Windows account 

accessed the file, along with a date stamp.  

The observers recognized this as a significant security concern. Each day, multiple 

people had access to each computer. With two shifts, at least two people were typically 

entering data on each computer. Additionally, with a single Windows login on each 

computer and a shared password that dozens of people have, any worker could log into 

a computer. Observers alerted personnel about this security concern. They described 

the following example: 

Data Entry Shift 1 personnel enters data into Spreadsheet A, B, and C during the 

shift. Then, Data Entry Shift 2 personnel opens the same Spreadsheet A, B, and 

C, and modifies the tallies, then continues on with Spreadsheet D, E, and F, as 

s/he was tasked.  

The observers inquired about how changes to the data could be detected using this 

process, and they were informed that the computers have cameras on them. Observers 

had previously been informed that those cameras were not monitored in real time, but 

could be reviewed if an incident occured.  
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In another cybersecurity concern, observers discovered a device connected to the 

server that looked like a wireless router with the name “Netgear” printed on it. 

Observers were able to confirm that the device was a wireless router and that it was 

physically connected to an ethernet port for a switch to the servers capturing the ballot 

counting station video recording footage. Observers were told that the WiFi function of 

the router had been disabled.  

However, this device can be configured as an access point, allowing anyone with 

another WiFi-enabled device to attach to the audit network from some distance, even in 

areas off-camera. Observers were assured that the device would be removed from the 

floor, but it remained connected until May 14, 2021, when the exercise was forced to 

pause while pre-scheduled events were conducted at the review venue space in the 

Coliseum.  

Observers noted that multiple Wake TSI subcontractors, and other participants, had 

usernames and passwords written on a purple sheet of paper which they carried in their 

pockets. This was another significant security vulnerability which indicated a lack of 

understanding or adherence to best practices for network and data security. Observers 

reported more than six staff members carrying the list of passwords, participants holding 

password sheets facing outward so that they could easily be seen, and several 

participants handing the password sheets to other participants. 

In June, observers noticed the manufacturer boxes for the “Ankylin WiFi Microscope” 

portable cameras used on the paper examination stations indicated they were WiFi 

capable. The security team scanned each of the paper examination stations with a radio 

frequency reader. For nearly 15 minutes, each time that the security team placed the 

radio frequency reader near the microscope cameras, the reader detected a steady 

stream of transmission. The observers noted that the computers showed that there was 

no internet connection, but until the June 17 discovery, the observers were unaware 

that the microscope cameras had built-in WiFi that connects to Apple and Android 

products via an app. Having WiFi-enabled microscope cameras that transmit data to 

Apple and Android products created a vulnerability, which could have allowed a bad 

actor using an unauthorized and undetected device to access the ballot images 

captured by the cameras. 

Physical Security Concerns  

Security concerns went beyond hardware and software to include physical security 

matters. For example, on May 14, 2021, the day the contractors had to pause 

operations and move equipment from the Coliseum, observers noted much confusion 

among participants moving equipment, including the server, onto a trailer for storage 

while the Coliseum was used for high school graduations. Contractors decided to lock 
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the equipment trailer, but not use a tamper-evidence seal because the data being 

stored was “not evidentiary.” Both Logan and Blehm agreed that tamper-evident seals 

would be “overkill.”  

At this time, the driver of the truck and trailer walked around to the back and put in the 

combination to unlock the trailer. Access to the content in the trailer was supposed to be 

limited, yet even the driver had the combination to the lock. This security vulnerability 

was witnessed by an observer and an Arizona Ranger on site for security purposes. 

The driver later stated that the lock was not his, but belonged to his boss, and that the 

combination was “3030.” Shared locks and combinations are a major security 

vulnerability. Shortly thereafter, Doug Logan decided that sealing the trailer would be 

appropriate, but still did not make an effort to get the seals and put them on the trailer. 

Instead, the Arizona Ranger left the site, got two seals, and returned to seal the trailer. 

Internal Security  

The contractor’s overall lack of election administration comprehension resulted in 

several other security issues. In Arizona, voters who qualify under the Uniform and 

Overseas Citizens Absentee Voting Act (UOCAVA), including military members serving 

our country, may return their completed ballots electronically. Observers noticed that the 

contractors treated these ballots with less care, and overheard comments made by the 

contractors indicating that they believed these were not legitimate nor official ballots. 

This dismissive treatment of these ballots again indicated a lack of understanding of 

election processes, as these were valid ballots voted by active members of the military. 

In one instance, observers reported seeing Bennett and several other contractors rifling 

through boxes of UOCAVA ballots. In two separate instances, the UOCAVA ballots 

were poured out of containers. In the first instance, the ballots were not handled with 

care, resulting in the UOCAVA ballots being unceremoniously dumped across a table.  

The second time, Bennett, and several other participants toppled a box of UOCAVA 

ballots, spilling them across the Coliseum floor. When returning the ballots to the box, 

they failed to check the number of ballots returned to the box to ensure that no ballots 

had been lost or misplaced.  

Additionally, some of their own security protocols were blatantly ignored—access to the 

different cages was supposed to be limited to certain individuals. Observers reported, 

however, that while initially only the table managers or runners could take custody of the 

ballot boxes from the secure cages, at some point, this security measure was 

disregarded entirely. Eventually, all participants were allowed to take custody of the 

boxes of ballots and remove or return them to the secure cages.  
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The Senate Cage held all of the data that was sensitive, such as personally identifying 

information. This cage was originally only accessible by Bennett. During Phase 2, 

access was also granted to Randy Pullen, the former Chair of the Arizona Republican 

Party, who the Senate suddenly identified as “Audit Co-Chair” when the review 

resumed, on May 24, 2021. 

On a separate occasion, the observers saw Bennett access boxes of “spoiled” ballots 

from the Senate Cage and noticed that when Bennett unlocked the cage, he set the 

combination lock on the floor outside the cage. Observers clearly saw the readily visible 

code on the lock, which was set to “6404.” Observers confirmed that the code showing 

was correct because Bennett picked the lock up, placed it back together, and then 

turned the combination of numbers to relock the lock. The poor security practices that 

continued to be an issue with the contractors alarmingly included lapses in protocol to 

protect voters’ personal identifiable information. 

Inconsistently Applied Access and Security Restrictions 

The Secretary of State observers’ access was often subject to change. On April 30, 

2021, the head of security told two Secretary of State observers that “per the 

Secretary’s Office,” the observers were no longer authorized to observe. After an 

approximately thirty-minute delay, the observers were told that the Secretary had not 

revoked their designation, but, in order to access the Coliseum, they needed a formal 

letter from the Secretary’s Office. Upon admittance, Cyber Ninjas representatives 

instructed the observers that the rules had changed, and observers were no longer 

permitted to have technology (i.e., computers or phones) on the floor; however, they 

could bring a yellow notepad and red pen on the floor. Observers noted many instances 

when the security restrictions were blatantly disregarded by the contractors. For 

example, observers were told that no computers were allowed on the floor, yet they 

noted several computers on the floor, including at paper examination stations and at the 

aggregation stations. Also, observers were told no personnel could have phones on the 

floor. However, the contractors were not prohibited from using their cell phones on the 

floor. 

Inconsistently Applied Policies and Procedures 

In the instances where policies and procedures existed, the contractors regularly failed 

to comply with them. Observers were told that photography was prohibited. When 

observers informed Blehm that a contractor was violating this prohibition, Blehm 

approached the representative, who immediately put the phone away. When Blehm left, 

the contractor immediately retrieved the phone and again began taking photos.  
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Observers asked Blehm about the incident, who said that the employee had been 

instructed not to take photos but he took them anyway. Another Cyber Ninjas 

representative asked Blehm about the incident, at which point Blehm ran to the 

observers to inform them that he instructed the representative who took the photos to 

delete them. In a similar incident, Bennett was inside the cage taking photos of the last 

regular box of ballots being taken out onto the counting floor to be counted, and 

observers noticed that reporters were taking photos of Bennett on the counting floor 

using his phone to take pictures. 

Chain of Custody Concerns  

The term “chain of custody” is not unique to elections. In a court of law, it refers to 

evidence and the sequence of gaining custody of that evidence along with its control, 

transfer, examination, and final disposition when admitted into court. Proving that an 

item has been properly handled through an unbroken chain of custody is a required 

component of any credible audit. It assures a court of law that the evidence is authentic 

and was never unaccounted for. The chain of custody during an audit should provide 

the same assurances that ballots are authentic and accounted for as ballots are:  

● Transported 

● Reviewed 

● Moved between stations, and  

● Stored  

Chain of custody logs document a ballot’s journey through the audit process. They 

provide evidence to relieve any uncertainty that ballots have been tampered with by 

indicating when and who took possession of them each time they are physically 

moved.85 

Chain of custody issues were observed throughout the process. For example, observers 

noted that some boxes containing personally identifiable information were removed from 

the Senate Cage, which was supposed to have the most robust security features, into 

the cage with all other ballots with comparatively open access. The following day, more 

boxes were moved from the Senate Cage. Chain of custody forms were not included on 

these boxes. Observers also noted multiple occasions when folders of tally sheets and 

corresponding chain of custody sheets were left unattended at quality control stations—

the area and computers designated for quality control processes to take place—as the 

data was re-entered into spreadsheets fo the “Phase 1 Retrospective Quality Control.”  

 
85 Morrell, J. (2021, February). Knowing It's Right, Part Four Ballot Accounting Audits Best Practices 
Guide. https://democracyfund.org/wp-content/uploads/2021/02/2021_DF_KnowingItsRight_Part4.pdf.   
 

https://democracyfund.org/wp-content/uploads/2021/02/2021_DF_KnowingItsRight_Part4.pdf
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The number of ballots being processed at a station was not tracked at all, making it 

impossible to ensure that no ballots had been added or lost during handling.86   

Other Security Concerns 

Many of the concerns the observers noted stemmed from the fact that the contractors 

and participants seemed to have little knowledge of election laws or best practices. For 

example, Deputy Senate Liaison John Brakey publicly stated that he was receiving 

copies of all the ballot images and expected to post them all publicly. This action would 

be a violation of the settlement agreement87 and of Arizona law88. 

Lack of and Inappropriate Communication  

Cyber Ninjas’ representatives consistently refused to provide information requested by 

observers and/or provided inaccurate information in response to questions about the 

procedures, processes or planned work schedule. Throughout the process, observers 

found that for the most part, their presence was not welcome in the Coliseum. Ongoing 

communication issues made it clear that the intent of the contractors is not to provide 

clarity regarding their actions, but instead to obfuscate processes and procedures. 

Additionally, the Senate’s contractors cultivated and contributed to an environment in 

which the Secretary’s observers were treated unprofessionally. The following are 

examples of the observers’ interactions with floor staff and volunteers:   

On multiple occasions, the Senate’s contractors, Bennett, or Deputy Senate Liaison 

John Brakey asked the observers for assistance. Observers were regularly shocked by 

the Senate’s contractors’ demonstrated lack of understanding about elections and 

Maricopa County’s processes. Furthermore, on multiple occasions, observers were 

asked to provide the contractors with copies of their notes and information on the errors 

in the process, so that they could fix them immediately, rather than having to change 

procedures after learning about the concerns from the Secretary’s correspondence with 

the attorneys.  

The contractors, attorneys, and Senate Liaison continuously provided inconsistent 

information that regularly failed to comport with the instructions provided to observers or 

with the processes and procedures provided to the participants performing the review.  

 
86 Morrell, J. (2021, May 21). I watched the GOP's Arizona election audit. it was worse than you think. 
The Washington Post. https://www.washingtonpost.com/outlook/2021/05/19/gop-arizona-election-audit.    
87 Settlement Agreement, supra note 73. 
88 A.R.S. § 16-1018 

https://www.washingtonpost.com/outlook/2021/05/19/gop-arizona-election-audit
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While the Senate’s contractors and Bennett frequently told observers and media that 

the working participants were mostly volunteers, the observers noted that sign-in 

sheets, filled front and back, for paid staff were provided daily. In contrast, when 

observers asked if operations would continue on Memorial Day, they were initially 

informed that they would, because most workers were paid independent contractors. In 

fact, a contractor told an observer they were actively trying to keep volunteers from 

knowing that others were being paid to do the same job. 

Observers were often mocked, sometimes blatantly; Secretary of State Observers were 

called “pinkos” for the pink shirts which contractors required them to wear and which 

were specifically assigned to these observers (“pinkos” is a pejorative term from the 

1920s for people that were sympathetic to communism). 

89 

Pullen told one observer that the shirt which he was required to wear on the floor made 

him “look like a transgender."  

However, some participants expressed gratitude to the observers. One participant told 

an observer: “I’ve been wanting to tell you I am thankful that you are here.” Another 

stated, “thank you for the great work you are doing.” 

Additionally, at one point, a Senate contractor advised the Secretary’s observers to get 

into the business of consulting for forensic audits because this exercise would create 

business for years to come.  

 
89 Photograph: Courtney Pedroza/Getty Images 
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Ballot Counting Process 

Effective and trustworthy hand tally procedures are typically written prior to the launch of 

an audit, and used for training purposes. They remain consistent throughout the 

process, and help ensure an accurate count of votes cast for individual candidates.  

These procedures require each ballot to be individually reviewed by a team of two or 

more officials. This is often a slow, methodical process marked by regular pauses in 

counting, often after five or 10 ballots, to verify accuracy. Election officials are trained 

and provided with instructions on how to count ballots with unclear marks, and typically 

receive a state guidebook with pictograms.90 Standard hand count tally procedures 

include clear escalation procedures for any ballot that the team of officials cannot agree 

how to count. This procedure ensures that ballots without clear marks receive additional 

scrutiny and are accurately counted.   

The Senate’s contractors’ tally process failed to include an escalation procedure, and 

was more similar to an opinion poll—only soliciting opinions of how the ballots should be 

counted—than it was to effective ballot hand count procedures used by officials across 

the country. The procedures did not require the people counting to agree on how to 

count individual ballots. In fact, the procedures do not even require the counters to 

agree on the aggregate totals for ballots in a batch. If opinions differ on the aggregate 

totals (within an error rate that varied by day and/or table), then there was no attempt to 

ensure that individual ballots are counted accurately.  

The Senate’s contractors refused to provide written procedures prior to the start of the 

hand count. When a court subsequently compelled them to produce written procedures, 

meta data indicated that these procedures, “Counting Floor Policies,” (the “Policies”) 

were written days after the start of the hand count on April 28, 2021. After the 

procedures were written, the counting table staff were observed routinely failing to 

follow, or saying that they were unaware of, the applicable written procedure(s).  

Moreover, the procedures and policies changed multiple times before and after they 

were put in writing, despite the lack of a formal procedure change process or notification 

requirements. When observers noticed a process change, for example, the change in 

the number of ballots per batch from 100 to 50, and asked the Senate’s contractors to 

explain the change, they provided various rationale for the change, but did not provide a 

copy of the revised procedures or insight into the the process used to identify, consider 

 
90 Arizona Election Procedures Manual Chapter 11, Section IX 
https://azsos.gov/sites/default/files/2019_ELECTIONS_PROCEDURES_MANUAL_APPROVED.pdf  

https://azsos.gov/sites/default/files/2019_ELECTIONS_PROCEDURES_MANUAL_APPROVED.pdf
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and adopt these changes. Clear procedures that are consistently applied are critical to 

obtaining reliable vote tallies. 

Hand Tally Process  

The ballot-counting process conducted at the Coliseum consists of two main parts: 1) a 

hand tally of voter selections for two selected races (President and U.S. Senate); and 2) 

the aggregation of votes recorded on the hand tally forms.  

The hand tally procedures were not designed to result in an accurate count.  

Round tables, outfitted with a large rotating tray on which two ballot display easels were 

mounted, were designated as “counting tables.” Each table was staffed with three 

counters and one or two table leads. Table leads handled the ballots and prepared them 

to be tallied by counters by placing the ballots on the rotating tray and spinning it around 

the table.  

Each counter was provided with an individual tally sheet for each “batch” of ballots. 

Counters were instructed to review marks on the ballot for two races: President and 

U.S. Senate. To complete the tally sheet, they were to put a hash mark in the 

appropriate column (e.g., Trump, Biden, or Jorgensen; Kelly or McSally). There was 

also a single column for overvotes, undervotes, and write-in votes in both races— 

standard industry practice calls for each of these ballot marks to be tracked separately, 

not jointly. Each row of the tally sheet allowed for the results from five ballots to be 

logged, which allowed for the entry of 100 ballots on each tally sheet.  

The observers reported many concerns regarding the tally sheets, such as:  

● The Senate’s contractors informed observers that all tally forms will be 

maintained. If errors occurred, the sheets would be voided, but none would be 

destroyed or discarded. However, observers did see tally sheets being torn in 

half and discarded.  

● Some table managers instructed the counters not to tally the number of ballots 

on the tally sheet, saying that the “Ballots” column was optional and filling it in 

would slow the process.  

● Observers also noted that when conducting a recount, some counters used 

scratch paper to write down the tallies for the recount instead of using the tally 

sheets. This was a violation of policy and does not fit the concept of treating the 

tally sheet as “legal documents.”  

● Observers noticed that manila envelopes were placed on many of the counting 

stations. Blehm told observers they were added as an underlayer to the tally 

sheet because some of the tables had staples or other items that made their 
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surface difficult to write on. However, observers documented multiple instances 

of scratch paper being used for recounts. 

● Observers saw multiple instances of table managers failing to get consensus on 

the tallies among the counters. If there were two out of three matches, then the 

result of the two was considered to be “good enough.”91 

Hand Tally Error Rate  

While the written policies require batches of 100 ballots, in practice, there were a variety 

of circumstances that resulted in batches of under 100 ballots. For example, when the 

total number of ballots in a box was not divisible by 100, the last batch counted in that 

box would typically have fewer than 100 ballots, and when, according to the Senate’s 

contractors, table leads were given discretion to decrease batch sizes to 50. Counters 

were not permitted to touch or handle the ballots, nor were they permitted to discuss 

any questions about the ballots or marks thereon.  

After marking tally sheets for the last ballot in the batch, counters were instructed to 

sum the hash marks and enter aggregate totals in each column. Table leads were 

responsible for reviewing the tally sheets completed by each counter. This review was 

limited to comparing the aggregated vote totals and did not include a review of whether 

the counters agreed on how to count individual ballots. Although the counters reviewed 

the same ballots, the procedures did not require the counters to agree on how to count 

individual ballots.92 Moreover, the procedures did not require the counters to agree on 

the aggregate vote totals for candidates for each batch. 

If, at the end of the batch, the aggregate totals of two of the three counters matched, 

and the aggregate totals of the third counter were within two votes of the matching 

aggregate totals, then the batch was considered complete and the table moved to the 

next batch. 

 
91 While this is the documented procedure, it is a concern when the table manager is aware that the 
number of ballots that an individual counted is different from the number that the other two individuals on 
that table counted (e.g., if one counter had the number of total ballots equaling 100, but the third counted 
99 or 101 ballots). During the process of re-entering the tallies from Phase 1 into the spreadsheets, there 
were multiple instances where this lack of consistency was evident. One observer witnessed, in Yellow 
Module 2, one counter state, “I give up, I already have 80,” when the other two and the leader said they 
were only on ballot number 79. The counter said, “Oh well, we only need two out of three,” so the table 
manager allowed them to continue. At the conclusion of the batch, the counter acknowledged being off by 
one still, and said “why bother” fixing it if they match. 
92 In fact, there was no process for comparing how individual ballots were counted by the three table 
counters, and the tally sheets were not designed to enable this comparison. Because of this, it would 
likely not be possible to obtain a complete count of ballot interpretation discrepancies between table 
counters. 
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If the tally sheets did not meet this standard, it was the responsibility of the table lead to 

determine which row or rows (of five ballots) resulted in the discrepancy. Written 

procedures then called for the table lead to have all three counters review the relevant 

ballots again. If the aggregate totals were not within the permissible error rate after 1-3 

reviews, the table lead would have the table recount the entire batch.  

As there were no standards in place for addressing any discrepancies, recording the 

tally often came down to the opinion of the table lead. 

The fluctuating batch size was a significant concern because it created an unacceptably 

high potential for error, or error rate. The authorization to create an error rate for the 

hand count procedures was established in Section 5.2.2 of the Cyber Ninjas’ Statement 

of Work.93 This error rate was incorporated into the Counting Floor Policies. However, 

the relevant written policies were poorly drafted and resulted in a much greater error 

rate than was authorized in the Statement of Work. 

Policy No. 8 requires that “the ballot counting teams must be accurate to within 

0.03%.”94 However, the explanatory text describes an error rate (of approximately) 

3%—not .03%.95 Specifically, the procedures call for ballots to be counted in batches of 

100, and allow for vote count total discrepancies among counters of up to, but not 

including, three votes. In practice, the table counters consistently complied with the 

error rate as expressed in a total number of ballots (up to, but not including, a 

discrepancy of three). However, they failed to consistently use batch sizes of 100 (e.g., 

according to Blehm, Table leads were provided with discretion to determine batch size, 

and could use batch sizes of 50.)96 Of course, when the number of ballots in a batch 

 
93 Cyber Ninjas, supra note 48. (“5.2.2 Accurate Counting will be done in groups with three individuals 

independently counting each batch of ballots, and an individual supervising the table. All counts will be 
marked on a sheet of paper as they are tallied. If, at the end of the hand count, the discrepancies 
between counting personnel aggregate to a number that is greater than the margin separating the first 
and second place candidates for any audited office, the ballots with discrepant total from the Contractor’s 
counting personnel will be re-reviewed until the aggregate discrepancies within the hand count are less 
than the margin separating the first and second place candidates.”) 
94 Wake TSI. (2021). Counting Floor Policies. 
https://www.cyberninjas.com/static/20210429155650/Wake-TSI-Counting-Floor-Policies.pdf.   
95 Id. at 6. (“If two of three counters totals agree but the third counter is off 1 or 2 votes in any one race, 
the tally sheets are sent to aggregation. If two of three counters’ totals agree but the third counter is off by 
3 votes in any one race, the ballots must be recounted.”) But see Election Assistance Commission. 
(2005). Voluntary Voting System Guidelines Volume II, National Certification Testing Guidelines . 
https://www.eac.gov/sites/default/files/eac_assets/1/28/VVSG.1.0_VOL_2.508compliant.FINAL.pdf. (“For 
each processing function, the system shall achieve a target error rate of no more than one in 10,000,000 
ballot positions, with a maximum acceptable error rate in the test process of one in 500,000 ballot 
positions.”)    
96 The process allowed table managers to decide if the table tally 100 ballots on a tally sheet or to stop 
after the 50th ballot to subtotal and check for errors. For example, on May 10, 2021, a person loading the 
ballots onto the carousel of Blue Module 4 spun the 51st ballot around and the counters asked her to stop 
so that they could subtotal. Her response was “I don’t usually subtotal at 50,” but that is what the counters 

https://www.cyberninjas.com/static/20210429155650/Wake-TSI-Counting-Floor-Policies.pdf
https://www.eac.gov/sites/default/files/eac_assets/1/28/VVSG.1.0_VOL_2.508compliant.FINAL.pdf
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size decreases, but the number of ballots used to determine if there is an impermissible 

discrepancy remains the same, the effective error rate increases. For example, when 

batch sizes of 50 ballots were used, the effective error rate was double the error rate of 

when batch sizes of 100 were used. 

Moreover, as the hand tally process does not require agreement on how individual 

ballots are counted (only the aggregate totals), the estimated maximum number of 

potential ballot tally errors does not include potential tally errors on individual ballots. 

This means that each hand tally participant is using their own “standard” for how votes 

are to be counted, with no clear, consistent, and repeatable instructions in place. This is 

in stark contrast to the federally required standard for states to establish regulations on 

what counts as a vote and what does not97. This process failure is fatal to the entire 

endeavor and no count resulting from this process should be relied upon for any 

purpose, other than as an example of procedures that should not be used.  

Ongoing Process Revisions and Changes 

Effective and trustworthy hand tally procedures are ideally written and used for training 

prior to the start of an audit. They remain consistent throughout the entire process. The 

Senate’s contractors’ process failed to comply with both of these standards. First, the 

hand tally began before written procedures were shared and were only made available 

after litigation. More troubling, implementation of the procedures as written was 

inconsistent, and changes were made to the procedures regularly and in the middle of 

ongoing processes. Many of the modifications to the procedures came after the 

Secretary of State or observers held a press briefing or released notes identifying all of 

the errors being observed or identified by staff. The hand tally process changes 

impacted the quality and accuracy of the vote totals that were generated by the 

contractors through this process. An overview of some of the major changes is provided 

below. 

Initial Hand Tally Procedures  

At the launch of the exercise, individual ballots were scanned and digital images were 

displayed on a computer screen, which was visible by all three table counters at each 

round table. Counters were instructed to first compare the paper ballot on the turntable 

to the digital image on the screen to confirm that it was the correct digital image, then to 

review the marks as they appeared on the digital image for vote-tallying purposes. 

 
were used to doing, so the comment caused confusion. Other table leads said that they would not stop 
and subtotal at 50 ballots; rather, they would just count batches of 50 to make it easier on the counters.  
97 52 USC § 21081(a)(6) (“Each State shall adopt uniform and nondiscriminatory standards that define 
what constitutes a vote and what will be counted as a vote for each category of voting system used in the 
State.”) 

https://www.law.cornell.edu/definitions/uscode.php?width=840&height=800&iframe=true&def_id=52-USC-80204913-1145907188&term_occur=999&term_src=title:52:subtitle:II:chapter:209:subchapter:III:part:A:section:21081
https://www.law.cornell.edu/definitions/uscode.php?width=840&height=800&iframe=true&def_id=52-USC-653216952-1704377431&term_occur=999&term_src=title:52:subtitle:II:chapter:209:subchapter:III:part:A:section:21081
https://www.law.cornell.edu/definitions/uscode.php?width=840&height=800&iframe=true&def_id=52-USC-80204913-1145907188&term_occur=999&term_src=title:52:subtitle:II:chapter:209:subchapter:III:part:A:section:21081
https://www.law.cornell.edu/definitions/uscode.php?width=840&height=800&iframe=true&def_id=52-USC-80204913-1145907188&term_occur=999&term_src=title:52:subtitle:II:chapter:209:subchapter:III:part:A:section:21081
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Observers noted that the hardware and software used were not federally or state-

certified, nor had it undergone testing by an accredited laboratory.  

98 

After this process had been in use for approximately one week, the contractors revised 

the process (by striking the procedures related to scanning the paper ballots) and told 

observers that the process was inefficient and confusing. A Senate observer later told 

Secretary of State observers that the ballot scanning process had been abandoned 

because the contractors performed a software update which resulted in the loss of all of 

the ballot images.99  

Revised Hand Tally Procedures  

After ballot scanning ceased, the hand tally procedures relied solely upon review of 

individual paper ballots using a turntable, on which hundreds of ballots were spun past 

table counters who struggled to mark, on a tally sheet, each voter’s selection for the 

presidential and Senate races. Each round table was staffed with three counters and 

one or two table leads. Table leads handled the ballots and prepared them to be tallied 

 
98 Thomas Hawthorne/The Republic 
99 Based on the information provided, it seemed that the data was being stored locally within the software 
application, and the update wiped out all previous information. While this theory could not be confirmed, 
Blehm confirmed that there were some reasons why all ballots that were previously scanned would need 
to be rescanned. However, the boxes and batches of ballots that had been tallied using this method 
would not be retallied using the new procedures that all other ballots would be tallied under. This was the 
first of several instances identified throughout this report where a portion of the population of ballots being 
recounted was recounted using different practices. Tranches of ballots were counted differently from all 
other ballots because multiple changes to process were implemented and not replicated on the ballots 
that had been previously counted.  
 



 

32 

by counters, which included placing the ballots on the turntable and spinning it. Each 

counter typically had only a few seconds, or less, to record what they saw.100 

Occasionally, a counter would look up, realize that they had missed a ballot, and then 

grab the wheel to stop it.101 Speed does not necessarily pose a problem if the audit has 

a process for catching and correcting mistakes. This exercise, however, lacks that hand 

tally process.  

Due to the previously mentioned accepted error rate, the batch was considered 

complete if two of the three counters’ tallies matched, and the third was off by no more 

than two ballots. According to the Policies, the table counters were to recount the batch 

only if there were vote tally discrepancies when comparing their tally sheets of three or 

more votes. While some table leads complied with this policy and instructed the table 

counters to recount when there were too many errors, other table managers just 

instructed the counters to “fix” their “math mistakes” (requiring individual table counters 

to double- and triple-check their math).102   

103 

Voter Intent 

The staff performing the counting were not provided with a copy of the Arizona state 

laws or procedures104 that govern voter intent rules. Each member of the counting crew 

were told to look at the ballot and determine for whom they believed the voter intended 

 
100 Morrell, supra note 85. 
101 Id.  
102 Id. 
103 Matt York/AP 
104 Arizona Procedures Manual Chapter 11, Section IX 
https://azsos.gov/sites/default/files/2019_ELECTIONS_PROCEDURES_MANUAL_APPROVED.pdf  

https://azsos.gov/sites/default/files/2019_ELECTIONS_PROCEDURES_MANUAL_APPROVED.pdf
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to vote. Process and procedures state that counters are not allowed to speak with the 

table managers or other staff when they are unsure of the situation; they must 

determine what they perceive the voter’s intent to be without any instructions, 

conversations, or procedures.  

Throughout the counting process, the majority of issues raised by the counters had to 

do with how to interpret marginal marks (e.g., when an oval is not completely filled-in), 

overvotes, write-ins, and undervotes. Also, because the Senate’s contractors consider 

overvotes, undervotes, and write-ins as equivalent (i.e., these are combined on the tally 

sheet), there is no accuracy around this process and no ability to resolve discrepancies.  

Duplicated Ballots 

Many states, including Arizona,105 have election officials “duplicate” certain ballots that 

cannot be read by a voting machine. For example, they may be torn, damaged, or 

stained, military and overseas ballots submitted electronically, provisional ballots in 

which the voter voted out of precinct, braille ballots, etc.106 In these instances, ballots 

are generally duplicated by bipartisan teams107 that verify that the duplicate ballot 

matches the respective candidates and contests from the original ballot the voter used. 

Then, the original ballot and its duplicate ballot are marked with a unique and 

corresponding serial number, an indicia mark, so the two ballots can be joined. The 

original ballots are then saved and the duplicate ballots are scanned and counted. 

Ordinarily, in an audit that requires a manual review of ballots, if the duplicated ballot is 

selected for the audit, the original will also be retrieved to ensure that voter markings 

were transferred correctly. In a recount, only the duplicated ballot will be rescanned or 

recounted. There are no known situations where any election official would count both 

the original ballot and the duplicated ballot. The only purpose for consulting the original 

ballot is to ensure that the voter markings were accurately transferred.108 

The Senate’s contractors determined a process for tallying these ballots, after observers 

noticed damaged ballots spinning on a rotating tray, and inquired about it. The process, 

reportedly, was to tally the originals, but the tallies would not be included in aggregation. 

Soon after, observers were informed that the process had been modified. The new 

procedure was to count, tally, and aggregate the results of the original ballots, which 

 
105 ARS § 16-621(A) 
106 Id. 
107 Arizona Election Procedures Manual, Chapter 10 Section II (“Each Ballot Duplication Board shall be 
comprised of at least two members who are registered voters not of the same political party”). 
108 Id. (“Place all original ballots in an envelope or container labeled ‘ballots that have been duplicated’...It 
is never permitted to enhance or alter a voter’s original ballot markings to render the ballot readable. 
Instead, the ballot should be duplicated.”) 
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Maricopa County does not use for tabulation, instead of the duplicates, which Maricopa 

County does use for tabulation.   

Observers also heard participants being instructed not to aggregate duplicate ballots 

and to handle other provisional ballots as regular ballots. Later, observers were told that 

tallies from the provisional ballots would be entered into a separate spreadsheet. It was 

unclear if Cyber Ninjas intended to include any of these in the aggregation process. The 

lack of clarity from the start about how to handle provisional ballots was quite 

concerning, especially as the policy appeared to change frequently.  

Alarmingly, observers heard Senate Liaison Ken Bennett say that he “doesn’t know why 

provisionals would be duplicated. I have never seen a provisional [ballot] that needs to 

be duplicated.” As Bennett was the former chief election official in Arizona and the 

person providing election expertise consulting on the process, this remark was cause 

for concern among observers. There are as many potential reasons for a valid 

provisional ballot to be duplicated as there are for regular ballots to be duplicated.  

An additional process related to the original and duplicated ballots was implemented in 

June. Observers noticed two teams of data entry participants at a paper examination 

station with military and overseas ballots and damaged ballots. The observers noted 

that the ballots were not being photographed, as had been done previously. Instead, the 

information was being entered into a spreadsheet. The Senate’s contractors explained 

that this new process entailed documenting the indicia number, the vote for President, 

and the perceived rationale for why the ballot needed to be duplicated. Also, duplicated 

ballots would be entered along with the indicia number and the vote for president, and 

compared to the information entered from the original ballot. Although some of the 

tallying was done on camera, observers noted that the data-entry process was not, 

creating an opportunity to alter the data.   

Ballot Box Storage  

There was no consistency in how the Senate’s contractors labeled and stored the boxes 

of ballots. In the “Completed Cage,” some boxes were labeled as “Counted, Complete” 

while other boxes were labeled as “Counted, Examined, Complete.” Blehm said that 

“Complete” meant that the quality control process had been finished. This was obviously 

inaccurate because quality control had not yet begun. When the observers called this to 

his attention, he responded with, “keep coming back and you’ll see it start.”   

The matter of which cage a box of ballots was stored in was also inconsistent. Blehm 

had described to the observers that a box of ballots will not go into the “Completed 

Cage'' until all counting and paper examination had been completed and that no other 
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examinations were needed. Later, the “Hand Audit Batch 19 of 52” box had been moved 

from the “Completed Cage'' to the “In Process Cage.” When an observer asked Bennett 

about this, he stated that once a box was in the “Completed Cage,” it should not be 

removed. He did not have an explanation for this.  

 

Aggregation 

Aggregation is the process of compiling the individual tallies into the final results. The 

process should be clear, with established procedures that ensure checks and balances, 

and quality control processes. Data entry is a very tedious task that is ripe for errors.  

There were no publicly-available procedures for the aggregation process. The 

observers consistently requested information about how the three separate tally sheets 

for every single batch would come together into a single set of results, but this was 

never provided. When the observers were authorized to bring a monocular so that they 

could see the data entry being conducted at the aggregation stations, participants 

routinely obfuscated the view, preventing meaningful observation of the data-entry and 

problem-resolution procedures. The Senate’s contractors refused to provide observers 

with access to or detailed information about the aggregation process, databases, or 

spreadsheets (including macros). 

Observers witnessed the Senate’s contractors rushing to develop instructions, 

spreadsheets, and Access database(s), while changing multiple portions of the process. 

Operational consistency is critical for aggregated data to be considered reliable. The 

Senate’s contractors failed to provide consistent processes or ensure that their entire 

team was aware of process changes occurring.  

Aggregation Data Entry 

Standard best practice for tallying data for election audits requires two-person bipartisan 

teams to enter the data. This provides an opportunity to detect errors in data entry. 

Aggregation was the most opaque portion of the exercise conducted at the Coliseum. 

The most consistent aspect of the counting process was that all three tally sheets for 

each batch were entered into spreadsheets. Data entry was performed by multiple 

participants. The tally sheets were brought from the counting tables to the aggregation 

station by a runner, who would “check in” the tally sheets. During the check-in process, 

tally sheets were reviewed and placed into color-coded boxes. Participants doing data 

entry would retrieve the spreadsheets from these boxes and enter the information into a 
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spreadsheet. When the data entry was complete, the tally sheets were stored in boxes. 

However, this process was modified multiple times, creating complexity, confusion, and 

duplication of efforts.  

Observers also realized that each of the data entry personnel were required to write on 

the tally sheets using a red pen, presumably to identify themselves as the reviewer. This 

was an immediate concern, since red pens were also used by the counting tables to 

designate an error or change. For instance, if a counting member made a tally mistake, 

they would cross it out and correct the error in red ink. Since each data entry personnel 

member is required to write on the tally sheets, a person could strike through the tally at 

the aggregation station and update the totals. This would be indistinguishable from the 

marks of the counter, creating another opportunity to manipulate the totals without 

detection.  

Beginning on May 12, 2021, a group of staff began scanning tally control sheets and 

tally sheets onto a thumb drive. Prior to this, the tally sheets were only kept in a hard 

copy format. The explanation for this new process was twofold: 1) to make it easier to 

search for a specific tally sheet in case it needed to be reviewed, and 2) as an integrity 

check (i.e., so that the sheet could not be manipulated later, as previously described). 

The lack of clarity in the chain of custody for the tally sheets being scanned and the use 

of red pens were both major flaws in this process.  

These flaws would make any manipulation of the tally sheets prior to scanning virtually 

undetectable and could produce manipulated evidence electronically. The observers 

also noticed that after scanning was completed, it had to be replicated after the pause in 

operations that occurred on May 14. Furthermore, once the new aggregation system 

was developed, the tally sheets had to be rescanned for a third time so that the tally 

sheet could be linked to the data that had been entered into the spreadsheet.  

Process Used 

During Phase 1, Blehm and Bennett told observers multiple times that a CPA firm would 

conduct the data aggregation. Observers were also told that aggregation had not 

started and that there were no procedures for aggregation because it was being 

outsourced. This is not a standard practice. However, when observers attempted to 

confirm this information, subcontractors from Wake TSI and from StratTech indicated 

that it was inaccurate.  

Further, Kern explained that there were two databases and that each had the same 

data that ran through separate software. This allowed the Senate’s contractors to 

compare the data in the two databases to compare the outcomes. Observers were 
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informed that “dozens of pages” of policies and procedures were written on the 

aggregation process and that procedures had to be modified to match StratTech’s 

system configuration. Observers requested a demonstration of the software. Instead, 

observers received a description of a process that did not match.   

Observers were then told that there was only one software program and one database. 

The day before operations were paused, observers overheard someone asking if the 

aggregation software would even be used.  

When Phase 2 began, after the hiatus, the observers noted no movement on the quality 

control or the aggregation processes. They did, however, notice that a new person was 

leading the aggregation process. And in early June, two more people began working on 

the master aggregation computer daily.   

Additionally, in early June, observers noticed a crowd gathering around the master 

aggregation computer over what seemed to be a massive tallying error. Observers 

overheard one of the people in the crowd say that “it [would] take the rest of the audit” to 

correct the errors. After noticing that the observers were documenting the situation, the 

group moved to an area on the floor where observers were prohibited.  

Quality Control  

During Phase 1, observers were told that “if [the quality control] hasn’t started yet, it will 

start soon.” The observer indicated that the process had not yet started, and the 

following week, the observer was informed that the quality control process would begin 

during Phase 2.  

In late May, observers noticed that a new spreadsheet had been developed for data 

entry staff. Observers saw that one member of the staff was having significant issues 

with the new spreadsheet. He was attempting to drag the data from the matching cells, 

instead of re-entering the information. However, instead of dragging (i.e, copying) the 

information, he would move the information to the next cell. This was creating a red 

“#REF” error in the row in cells beside the data which he moved.  

This was the first time observers saw this error. Observers asked about it and learned 

that Cyber Ninjas employees had applied an electronic quality check on the data, and 

believed that was sufficient.  

This red #REF cell indicated that further review was needed. Observers also noted that 

the checks were looking for items such as, “do the total number of votes add up to the 

total number of ballots?”  
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This process did not check for transposed numbers, a common occurrence during a 

hand tally, if the tallies from the three counters matched, or if they were counting the 

same ballot. This was a drastically insufficient quality control check.  

During the second week of June, observers saw a new set of printed instructions 

entitled “Phase 1 Retrospective Quality Control.” This was more than three weeks after 

the initiation of Phase 2, and more than a month after the observers had been told that 

the quality control stations and computers were set up. The observers were not allowed 

to obtain a copy of the “Phase 1 Retrospective Quality Control” procedures because the 

document was a draft, yet it was on each of the quality control stations and the data 

entry personnel were using it to rekey the data. Even though the document was titled 

“Quality Control”, the observers witnessed data entry personnel rekeying all of the tally 

sheets into the spreadsheet that was introduced on May 24.  

There were no additional checks. Observers indicated that it seemed to be referred to 

as Quality Control because the participants were using the revised spreadsheet that 

included the feature that flagged mismatched numbers. Observers witnessed data entry 

staff putting all of the data from the Red Modules into the new spreadsheet. Observers 

were not able to ascertain what happened to the original spreadsheets. They were told 

that any errors that occurred at a counting station would be “corrected” in the 

spreadsheet. 

In mid-June, observers noted a new process being referred to as "quality control." This 

process has three phases: QCC, QCT, and QCTR. Observers believed that these 

initials stood for Quality Control Count, Quality Control Tally, and Quality Control Tally 

Retrospective. Observers additionally noted that: 

● The QCC or Quality Control Count process appeared to be an attempt to 

count the number of ballots in a given batch and in an entire box, and to 

compare it to the number of ballots that Maricopa County recorded on the 

batch sheet. 

● The QCT, or Quality Control Tally, process required participants to complete 

the counting process again. This was done by spinning the ballots on the 

turntable again to get a new tally of the entire box of ballots. 

● The Quality Control Tally Retrospective process was added on June 19, 

2021. Observers were unable to ascertain what the process entailed. 

Overall, there was no information available about how tally differences would be 

reconciled, recorded, or which of the tallies would be considered correct. This provides 

another opportunity for the results of the tally to be altered. Observers noted that quality 

control processes lacked integrity and further renders the results unreliable.  
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Physical Examination 

There may be instances in which a physical audit of the equipment will be reviewed in 

an election. As described earlier, Maricopa County brought in two independent firms to 

conduct forensic examinations of the equipment used in the election in order to check 

for any hardware or software on the machines that should not have been there. The 

forensic audits that were conducted found that the machines had not been tampered 

with. Nevertheless, the Senate Review called for examination of the machines, and also 

called for a physical examination of the ballots themselves. The paper examination 

process, also known as “paper forensic examination,” is an exercise that originated from 

debunked conspiracy theories about counterfeit ballots being introduced into the 

election.  

Paper Examination 

It quickly became evident that the Senate’s contractors did not have the necessary 

expertise in ballot production, ballot printing, or in the processes for handling ballots that 

would have rendered their findings credible. Observers noted that while processes 

changed regularly, coinciding with the prevalence of new conspiracy theories or 

conjectures, these two steps remained constant: 

Step 1: Take two photos of the entire ballot; the first photo is of the back of the 

ballot and the second photo is of the front of the ballot. This was done using a 

Canon 5k camera connected to a PC running the EOS software. 

Step 2: Take a third photo using a microscope camera of particular areas of the 

ballot. These cameras were connected to the same computer, which was running 

an unnamed software.  

A separate process, dismantled before a judge ordered the contractors to allow 

Secretary of State observers into the Coliseum, included putting ballots into a dark box 

and inspecting them under UV light, presumably for the purpose of. This process was 

developed in response to a conspiracy theory that counterfeit ballots from China would 

contain bamboo fibers.109  

Observers were provided a software demonstration and the items being captured. The 

following items were what was described:  

 
109 Levine, S. (2021, May 6). Arizona Republicans hunt for bamboo-laced China ballots in 2020 'audit' 
effort. The Guardian. https://www.theguardian.com/us-news/2021/may/06/arizona-republicans-bamboo-
ballots-audit-2020.   
 

https://www.theguardian.com/us-news/2021/may/06/arizona-republicans-bamboo-ballots-audit-2020
https://www.theguardian.com/us-news/2021/may/06/arizona-republicans-bamboo-ballots-audit-2020
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The areas on the ballot which the microscope cameras captured included: 

● Calibration mark in upper right (circle with +) 

● Timing mark at the top right (black square) 

● Bottom left area of blank paper—to see ‘fibers’ and ‘security feature’ of the 

paper 

● Vote selection for president (filled-in oval)—except when an overvote or 

undervote was present. For an overvote, they choose a selection, since 

the intent was to determine whether the oval was filled with “ink or toner” 

According to the procedures manual posted at each table, paper examiners were to 

look for the following ballot features:       

Key for Flagging Anomalies 

Folded or Unfolded 

Missing Security Feature 

Presidential Selection Mark 

Weight and Texture 

Other 

The paper examination manager described that there was a software update with a new 

user interface on May 8, 2021, stating that “a lot has changed.” The user interface then 

had the following buttons: 

 

The paper examination manager told observers that this feature was added to the 

software so that the paper examination could automatically send the files to the correct 

folder on the server. He added that this was implemented because of human error and 

confusion stemming from the use of an “error folder” and manually moving the photos. 

After observers inquired further, he added that sending the images to the server was 
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also a new process. One copy of every photo went to the server and a second to an SD 

card. This was also a new process. 

When each new box was started, a new SD card was inserted into the paper 

examination computer to capture all of the photos. Observers were told that this was 

done so that Maricopa County officials could receive a copy of all the photos taken. The 

SD card would be stored in the box with the ballots in a manila envelope, contradicting 

the previous claims to return the boxes of ballots back to the county “exactly as they 

were received.” Observers noted that the county should not accept the SD cards, and 

should refrain from introducing them into the election infrastructure. 

From a cybersecurity perspective, unknown devices from questionable sources pose a 

significant threat to the network. From a practical standpoint, this action puts undue 

burden on the county, because it requires county officials to open every box and 

remove the electronics in order to ensure that the ballot boxes are returned in their 

original condition.  

Initially, the paper examination manager told observers that they were capturing the 

data locally on a USB thumb drive, but were changing to SD cards because they were 

less expensive and did not require a USB-A port, leaving one open for additional uses. 

The observer acknowledged that each computer had a multi-USB hub and free USB 

ports, and inquired about what other uses would be needed for the USB port. The 

response was that there was no planned use; it just provided flexibility.  

Observers noted that USBs were not previously seen in the paper examination 

computers. During the week of June 6, 2021, observers witnessed Cyber Ninjas 

employees copying photo images from the server onto SD cards for boxes that had 

been completed early in the process, and which had not previously contained an SD 

card. This contradicts the statement that the USB would be provided for the boxes that 

used it and that SD cards would only be provided moving forward.  

These changes confused many of the paper examiners; observers noted that a person 

at paper examination table 9 stated that he was confused because the process changed 

from one day to the next. The paper examination manager replied, “that happens 

sometimes,” to which the paper examiner said, “every day, every day!”   

Another paper examination manager, while describing the new software and process to 

paper examination table 12 personnel, stated that “[it] doesn’t mean it will be this way 

tomorrow, but it’s what we are doing today.” On multiple occasions, paper examination 

personnel complained about the microscopes falling out of place. The observers had 

heard the terms “fidgety” and “loose” to describe this ongoing issue.  
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Machine Examination 

Observers were provided limited insight into the machine examination process. During 

their first day on site, observers asked Blehm for access to the machine examination. 

However, the following morning, the contractor returned a majority of the equipment to 

Maricopa County, stating that they had made a copy of the election management 

system server and central counting devices, so they no longer needed the hardware. 

Observers further noted that the Senate’s contractors were unable to analyze the 

precinct level tabulators, because they could not determine how to access the data they 

wanted to review. Except when stored in the trailer during the hiatus, these devices 

remained on the pallet, untouched until moved again. As the contractors loaded the 

voting equipment onto a trailer in preparation for the move from the Coliseum to another 

storage facility, observers saw four physical hard drives. The contractors informed 

observers that the images of the data that had been extracted from the voting 

equipment was on those hard drives. 

Shortly thereafter, Bennett confirmed that copies of voting system data had been sent to 

a lab in Montana. He did not specify what security measures were in place, or what the 

lab in Montana would do with the data, or how long the copies would be in Montana.   

Observers asked Bennett about the reports which stated that Ben Cotton, founder of 

CyFIR, a subcontractor, had driven the files to Montana. Bennett confirmed that Cotton 

did take the files, but he did not know when. The observers reminded Bennett that the 

observers had witnessed the hard drives being stored, locked, and sealed in the trailer. 

In order for Cotton to physically access the data and drive it to Montana, one of three 

things had to happen: 

1. Cotton received the hard drives from the trailer on May 23, 2021, after the 

equipment had been shipped back to the Coliseum from storage. 

2. There was another copy of the data that was not locked and sealed in the trailer. 

3. Someone accessed the trailer in the storage location, unlocked, and unsealed 

the trailer to obtain the hard drives. 

Bennett told observers that he did not know how Cotton had obtained the data, but he 

made a statement that Cotton was present on May 18, 2021, during a closed question 

and answer session with Senators Fann and Peterson. The physical examination of the 

machines remains unclear, as are the Senate’s contractors plans for the paper ballot 

images..  

On June 28, 2021, the Senate’s contractors and Cotton told observers that they would 

be moving the remaining voting machine equipment from the cage in which it was 
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currently located into a cage on the counting floor. This was to alleviate the need for 

extra security. During the move, at approximately 3:40 p.m., observers witnessed 

Bennett, Cotton, and other staff removing voting equipment from the aluminum rack and 

stacking the equipment on the table. While being moved, the rack had to be lifted over 

an approximately 2-inch ramp. They were not able to lift the rack over the ramp. The 

rack’s feet hit the ramp with such force that Rack 7 collapsed and broke into pieces. 

Voting system scanners fell on top of each other.  

During the cleanup, the red, plastic, tamper-evident seals on multiple machines broke 

and fell onto the floor. The Senate’s contractors, Bennet, Cotton, and Pullen were quick 

to blame Maricopa County and the manufacturer of the rack. Cotton also told observers 

that no equipment had been harmed in the process, without having fully examined or 

tested it. Observers also saw Cotton using his cell phone in the cage on the floor to take 

photos of one piece of equipment, which the observers later noted had either a broken 

or severely scratched screen. Later, the observers noticed multiple pieces of equipment 

with damage. 
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Conclusion 

 

All credible audits are characterized by controls, access, and transparency that allow for 

the processes and procedures to be replicated, if necessary. These standards are all 

the more important in a post-election audit, where the outcome affects our democracy. 

As this report has described, the review conducted by the Senate’s contractors has 

consistently lacked all three of these factors. Procedures have been modified and 

changed throughout, observer and media access has been inconsistent and limited, and 

the process has been opaque. This exercise has been a partisan political review of the 

2020 General Election for President and U.S. Senator in Maricopa County. It was 

unnecessary and has undermined public confidence in accurate and secure elections 

that were conducted in 2020.  

 

Maricopa County conducted both statutorily required, as well as voluntary pre- and post-

election tests and audits. In an attempt to assure the public, the county also had not 

one, but two independent, accredited Voting Systems Test Labs conduct an audit of the 

ballots and equipment involved in the 2020 General Election. The election results also 

withstood legal scrutiny, when, in multiple lawsuits challenging the results of the 

election, judge after judge found that there was no credible evidence of wrong-doing or 

widespread fraud during the 2020 General Election.  

 

Senators Fann and Peterson insisted on conducting this review despite the long-lasting 

damage their actions are having on these democratic institutions. Similar attempts to 

undermine the election results are spreading to other states and communities purely 

because some elected leaders refuse to accept the results of the election and tell their 

constituents the truth -- that the 2020 election cycle was secure.  

 

It is clear that any “outcomes” or “conclusions” that are reported from the Senate’s 

review, by the Cyber Ninjas or any of their subcontractors or partners, are unreliable. As 

such, it is imperative that leaders across the state and country proclaim that the 2020 

General Election was fair and accurate. The voters in Maricopa County turned out, 

despite ongoing challenges, and made their voices heard. The right to vote is a 

preeminent feature of American democracy and must be honored.   
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Timeline: Observers Notes   

Phase 1 

Phase 1 timeline events are documented in the following letters: Observations for the 

first half of the partisan review, before it was paused on May 14, are documented in the 

letters below. The Secretary of State's Office made several attempts to reach out to 

Senate President Karen Fann and Senate Liaison Ken Bennett to address the concerns 

that were raised by the office's observers. The list below also includes a letter from the 

Department of Justice, also addressed to Senator Fann, notifying her of issues of 

"potential non-compliance with federal laws enforced by the Department."110 

March 3, 2021–The Secretary of State's Office sent Senate President Karen Fann a 

letter addressing "audit" concerns.  

April 1, 2021–This Secretary of State's Office sent the Maricopa County Board of 
Supervisors a letter after the Senate's "audit" announcement.  

May 5, 2021–This Secretary of State's Office sent a letter to Senate Liaison Bennett 
regarding ongoing concerns with the "audit."  

May 5, 2021–The Department of Justice sent a letter to Senate President Fann, 
notifying her of issues of "potential non-compliance with federal laws enforced by the 
Department."  

May 11, 2021–Attorneys representing the Secretary of State's Office sent a letter to the 
Senate's attorneys, addressing violations of the settlement agreement.  

May 13, 2021–The Senate's attorneys sent a response to the May 11, 2021 letter from 
the Secretary of State's Office, which addressed violations of the settlement agreement. 
The May 13 letter from the Senate's attorneys failed to address those violations.  

May 17, 2021–Attorneys representing the Secretary of State's Office raised ongoing 
issues with the audit.  

May 20, 2021–The Secretary of State's Office notified the Maricopa County Board of 
Supervisors about the future use of election equipment. 

 

 

 
110 See Appendix D. 

https://azsos.gov/sites/default/files/Fann_Letter_3_3_2021.pdf
https://azsos.gov/sites/default/files/2021-04-01_Ltr_to_Maricopa_BOS_re_Senate_Audit.pdf
https://azsos.gov/sites/default/files/5.5.21_Letter_to_Ken_Bennett.pdf
https://azsos.gov/sites/default/files/Civil_Rights_Division_letter_to_Arizona_Senate_President_5-5_final.pdf
https://azsos.gov/sites/default/files/2021-05-11_Letter_re_Violations_of_the_Settlement_Agreement.pdf
https://azsos.gov/sites/default/files/210513_Resp_to_J._Bendor.pdf
https://azsos.gov/sites/default/files/2021-05-17_Letter_from_Josh_Bendor_to_Jordan_Wolff.pdf
https://azsos.gov/sites/default/files/2021.5.20_Ltr_from_Sec._Hobbs_to_BOS_re_Voting_Equipment.pdf
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April 29, 2021 

● Observers noted multiple discussions regarding problems and confusion about 
how to tally overvotes, even among some of the best counting teams, because 
procedures had changed at least three times since the process began. It seemed 
that teams were following procedures that had been in place previously but had 
been replaced.  

April 30, 2021 

● Observers heard a Wake TSI paper examination technician say that the poor 
ballot images being captured were a result of the stadium lighting. The lighting 
had been an ongoing issue and was the reason that technicians had to 
reconfigure tables and continuously refocus the cameras.  

May 4, 2021 

● Observers requested information about the processes that were in place for 
identifying data entry errors, because there was no second person reviewing the 
data as it was being entered. Cyber Ninjas attorney Bryan Blehm responded that 
the quality control process would be implemented soon, inferring that there were 
no such processes in place at that time.   

May 7, 2021  

● Observers reported that only the table managers or runners could retrieve boxes 
of ballots from the cages or return them to the cages, but at some point, 
additional personnel were handling the ballot boxes. This security measure was 
disregarded and anyone was allowed to check boxes in or out of the cages.  

May 8, 2021  

● Observers were shown as items were captured by the microscope cameras. The 
images included: 

○ Calibration mark in upper right (circle with +) 
○ Timing mark at the top right (black square) 
○ Bottom left area of blank paper—to see ‘fibers’ and ‘security feature’ of the 

paper 
○ Vote selection for President (filled-in oval) – except when overvoted or 

undervoted. For an overvote, they choose a selection, since the intent was 
to determine whether the oval was filled with “ink or toner” 

● Observers heard a paper examination manager say that “a lot has changed with the 
new user interface” for the software update.   
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May 10, 2021 

● Observers witnessed the Red Module 12 counting station rip filled-out tally 

sheets in half and throw them on the table. All written sheets were to be 

maintained throughout the process. 

● Observers were told by Gene Kern from Wake TSI not to wear a mask that had 

the word “VOTE” printed on it because it was political in nature and equated it to 

wearing a “Trump'' or “MAGA'' mask. In reality, this restriction is limited to political 

clothing that includes express advocacy of a candidate or ballot measure within 

areas of voting locations. When observers explained this, they were told “this 

isn’t an election” and some participants were upset, so it should be removed. 

May 11, 2021 

● Observers spoke with Blehm and Kern about the quality control procedures, and 

were told that “if it hasn’t started yet, it will start soon.” Observers noted that it 

appeared that Blehm and Kern were unaware that quality control processes had 

not started. At that time, there were already approximately 275,000 votes 

entered, which equates to about 3,000 tally sheets entered into the 

spreadsheets. When the observers mentioned this, neither Bryan nor Gene 

responded. Blehm described the quality control process to observers as follows: 

○ Quality control personnel will have “Read Only” access to the 

spreadsheets that were previously entered, along with the hard copy of 

the tally sheets.  

○ They would compare the tally sheet to the spreadsheet.  

○ If data was mismatched, they would “flag” the spreadsheet and send it 

back to the data entry staff. 

○ The process would start over.  

These processes were never implemented.  

● Kern told observers that a single person was working on data aggregation, and 

was not available that day to demonstrate the aggregation process. She was not 

available throughout the completion of Phase 1, and Wake TSI did not participate 

in Phase 2. The observers assumed that since Jeannette was a single point of 

failure, when she did not return, the entire aggregation process had to be 

redeveloped. 

May 12, 2021,  

● Kern, Blehm, and David P. informed observers that the spreadsheets with the 
ballot tallies were being stored locally, directly on the computer, and that the 
computers are backed up to the server once a day. As part of the backup 
process, the server creates a hash of the file for an integrity check. However, no 
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logs are created on the files, except the general log of which Windows login 
account accessed the file, along with a date stamp.  

● Observers noticed damaged ballots circulating at the counting stations. These 
ballots are typically duplicated so that they can run through a tabulator. The 
duplicated ballots are the ones that are counted, the damaged ballots are not 
(but they are retained. Observed noted concerns that the damaged ballots and 
the duplicated ballots were being counted, effectively double-counting those 
votes.  

● A group of staff began scanning tally control sheets and tally sheets onto a 
thumb drive. Prior to this, the tally sheets were only kept in a hard copy format.  

May 13, 2021  

● Contractors began loading equipment into a trailer. They would need to pause 
operations temporarily because the Coliseum was being used for several high 
school graduation ceremonies. Observers watched the loading process and 
noted that there were four physical hard drives that the contractors said held 
images of the data extracted from the County’s voting equipment.  

● Observers reported that data entry computers were now networked to the server 
and that spreadsheets were no longer being saved locally to the computer 
terminal. 

● Observers noted all computers were to be networked, including those at the 
physical Examination, Aggregation, and Pod Manager stations. They noticed that 
two pod manager stations and two new computers were still not connected to the 
server and that tally sheet scanning stations were left off the server. Observers 
were told that the computers would be added to the network when the 
contractors returned from the hiatus. 

● Observers again saw damaged ballots circulating at the counting stations. The 
contractors assured observers that the data would not be double-counted, and 
instead would be tracked separately. However, observers saw a participant 
include the damaged ballot tally in with the data to be aggregated. Furthermore, 
observers noted that the file being used could be edited by another person and 
saved on the server, posing a data integrity issue.  

● Observers noticed two StraTech employees plugging two 4-terabyte hard drives 
into each server. Observers were told that this was being done in order to make 
a final backup of the servers before they were moved for storage during the 
hiatus.  

May 14, 2021 

● Kern informed observers that the contractors had accidentally turned off the 
power to servers the night before, disrupting the backup process. Instead, Wake 
TSI would move the servers into a warehouse, set them up, and run the backups. 
Kern asserted that this course of action had always been the plan, contradicting 
the information that observers had received the day before. 
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Phase 2: 

May 24, 2021 

● The external security gate was left unattended and partially open, allowing 

observers to walk in. It was later noted that the check-in process had changed, 

but observers had not been notified of this. 

● Bennett confirmed that copies of voting system data had been sent to a lab in 

Montana. He did not specify what security measures were in place, what the lab 

in Montana would do with the data, or for how long the lab would be in 

possession of the copies.  

● For several days, beginning on May 24, 2021, observers noted that a copy of a 

Wake TSI procedure manual, marked "confidential," had been left out and was 

sometimes unattended at the check-in counter. 

● Bennett brought a cell phone onto the counting floor. Previously, cell phones had 

not been permitted on the floor as a security measure. 

● When the contractors returned to the Coliseum, observers noted that new 

halogen light sources (AmScope HL-150) had been brought in, but the other 

paper examination stations had battery-powered headlamps shining light at the 

ballot.  

● Observers noted new people and processes in place at the check-in point added 

to general confusion. Bennett was unable to identify the new person or entity 

leading the process, contributing to general confusion. 

May 25, 2021 

● A black pen was brought onto the counting floor. Pens with black and blue ink, 
which can be read by tabulators, are prohibited from being near ballots to ensure 
that these pens cannot be used to alter the ballots. 

● Observers heard a paper examination manager state that the new people were 

taking low-quality images, or not capturing full images of the ballot. Contractors 

told the observers that using a microscope takes a specific skill set and not 

everyone can do it properly, contradicting a previous statement, which was that 

new people could be added to the stations because they needed extra people.  

● During paper examination training, observers heard a manager direct personnel 

to focus on the corner cut marks and on whether or not the ballot was printed in 

color (i.e., commercially) or in black and white (i.e., ballot on demand). This was 

a new set of instructions that the observers had not heard previously. The paper 
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examination manager said that the other focal area should be the calibration 

mark alignment. As described, this was due to the fact that the front-to-back 

calibration marks can “predict the printer that the ballot was printed on.” The 

manager further substantiated that each printer distinctly prints each ballot with 

the same calibration, making the calibration configuration a unique identifier, “like 

a fingerprint.”  

● The observers were informed that in order to set up more paper examination 

stations, the Senate contractors needed to “sacrifice the fourth camera.” 

May 26, 2021 

● Observers confirmed that quality control practices to ensure that data was 
entered correctly were still not in place, rendering all of the data and findings 
unreliable. 

● Observers noted the paper examination stations had only two people working, 
instead of three or four, as before. 

● Observers noticed that a new spreadsheet had been developed for the staff that 
was keying-in tally data. 

● During a training session, observers overheard a paper examination manager 
say that the security feature that they were flagging was the “yellow speckles” in 
the corner of the ballot. Contractors said that these yellow speckles were a 
security feature that the paper manufacturer embeds in the paper to determine its 
authenticity. Earlier in the process, Cyber Ninjas described the security feature 
as a “watermark.” Election officials made it clear that there are no watermarks on 
ballots, and the contractors began referring to it as yellow speckles instead. Inkjet 
printers spray speckles of all colors to prevent them from gumming up or drying 
out. Additionally, the paper manager described that the calibration mark 
alignment identifies which ballot on demand printer the ballot came from, 
doubling down on the “fingerprint.” 

● Contractors instructed participants to “flag more [ballots], err on the side of 
anomaly,” which resulted in many ballots erroneously being identified as 
“suspicious.”   

● Pullen told an observer that the shirt he was required to wear on the floor made 
him "look like a transgender" because of the color of his shirt. 

May 27, 2021  

● Observers noted that State Senator Wendy Rogers was on the counting floor and 
was provided by Cyber Ninjas with a black pen with which to take notes. Pens 
with black and blue ink, which can be read by tabulators, are prohibited from 
being near ballots to ensure they cannot be used to alter the ballots. She also 
was writing on the white note paper that was provided to her and carried her cell 
phone in her back pocket, both violations of Cyber Ninjas’ own security 
measures. 
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● Bennett acknowledged that he was concerned with the lack of quality control. He 
told the observers that the traceability of the data from tally sheets to data entry 
and then to aggregation does not provide enough quality control and validation. 
When speaking with the observers, who informed him that the only quality 
checks were the new spreadsheet with formulas, Bennet said that “there should 
be a way to ensure the numbers were not transposed.” 

● Observers heard a paper examination manager say that the weight of the 
microscope cameras was making them slide down and not stay in focus. It was 
also stated that the paper examination station personnel were not catching this 
error, so the photos being taken were out of focus. 

May 28, 2021 

● Observers witnessed a single counter and the table manager at Green Module 4 
spinning and tallying ballots. The other two counters and the loader were on 
break. The observer quickly called this to the attention of the contractors. Blehm 
went straight to the observer and said, “We don’t fucking do that. I need to speak 
with the pod manager.” The table manager said that no one had ever told her 
that everyone had to be at the table when the one person who had made an error 
recounted to correct the error. This assumes that because the other two 
matched, the outlier was the mistake. The table manager reprimanded the 
participants when they returned, and said to the returning counters,“you are not 
marking anything.” This again assumes that the outlier was the mistake and was 
not proper quality control.  

● The paper examination manager told station Paper Examination Station 7 
personnel that the photo “doesn’t have to be precise.” This came after the worker 
stated that the camera was not capturing the entire image.  

May 29, 2021 

● Observers confirmed that organizers required them to wear pink or fuchsia shirts, 
and that they were being referred to as "pinkies" or "pinkos," to either imply 
and/or assert that the observers were communists. 

● Observers noticed that participants in Red Module 5 had scratch paper to tally 
the recounts. Observers asked about this and the table manager told the 
counters to place the papers inside the manila envelope. That same evening, 
another table was using the manila envelopes as the scratch paper to mark down 
the tallies. Observers documented multiple instances of scratch paper being 
used for recounts.  

● Observers confirmed that participants were allowed to bring firearms into the 
Coliseum and on the counting floor "as long as they are concealed." 

● Observers saw that a box labeled “Hand Audit Batch 19 of 52” had been moved 

from the “Completed Cage'' to the “In Process Cage.” Observers asked Bennett 

why this had been done, and he stated that once a box was in the “Completed 
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Cage,” it should not be removed. He did provide an explanation for how or why 

this box was moved.  

● Observers saw at least three people who were not residents of Maricopa County 

rifling through thousands of military and overseas ballots. Observers had been 

previously told that only Maricopa County residents would be allowed to handle 

any ballots. 

May 31, 2021.  

● Observers noticed a software update on Paper Examination Station 26. The 
observers overheard the paper examination personnel say that they were “the 
guinea pigs” for the new software and then discuss the new user interface. Paper 
Examination Stations 24, 25 and 26 were the only three to receive the update. 
The new software paused frequently. Initially, this was only experienced by 
Paper Examination Station 25, and the manager assumed that it was related to 
the computer, not the software. Shortly thereafter, Paper Examination Station 26 
began experiencing the same issues. When the software paused, the paper 
examination computer would not capture one of the photos—it was only capturing 
the front or the back of the ballot, but not both. The new software required two 
photos from the Canon and one photo from the microscope camera before 
proceeding. In the instances that only one side of the ballot was being captured, 
the software would then connect one side of the ballot with one side from the 
next ballot (i.e., front of Ballot A with back of Ballot B). Observers learned that 
this new requirement was instituted because participants were missing photos. At 
the conclusion of the morning shift, one of the paper examination managers 
made the decision to not proceed using the new software. All stations would 
remain on the previous version.  

● Cyber Ninjas implemented another software update on the paper examination 
"forensics" workstations. The software update created so many errors and 
problems during the first shift that they stated they were going to roll back to the 
old software during the afternoon shift. 

June 1, 2021  

● Observers noted inconsistencies in the application of the recount process that 
could lead to incorrect counts: for example, when table managers tell counters 
that they are “correct” without evidence. Observers noted that two participants at 
the Red Module 8 Counting Station were told their tallies were “right” and that the 
third person was wrong, so they needed to recount. Due to this fact, the table 
manager informed the two counters whose tallies matched that they did not need 
to review their choices, and that the recount was for the counter who was 
incorrect. After recounting the five ballots in question, the counter did not have 
any changes and reviewed the counter’s sheet, stating that he was in fact correct 
and needed to check the other two. The table manager then checked the other 
two and one of the individuals had made an error adding the subtotals together 
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and matched the person who had been accused of being incorrect, meaning that 
the other person was the outlier. 

● Observers attended the first night that included a third shift of ballot review. 
Observers noted there were only employees at four of the ballot counting tables 
and five of the paper examination tables. Observers also noted that two 
employees at different paper examination tables said that they needed someone 
to show them what to do. Observers heard the following from the two employees: 

○ "I don't know anything, so if you want me to do anything you'll have to 
show me." 

○ "I have never done this. Can someone show me how to take a photo, 
where do I click [on the computer]?" 

● Observers heard a table manager overseeing the paper evaluation station tell 
another employee that there would be a post-analysis process that would find 
any anomalies that they missed. Employees asked if it was Jovan's [Pulitzer] 
software and the table manager said, "possibly." 

June 2, 2021  

● Observers noticed a crowd gathering around the master aggregation computer 
due to a massive tallying error. Observers overheard one of the people in the 
crowd say that “it [would] take the rest of the audit” to correct. After noticing that 
the observers were documenting the situation, the group moved to an area on 
the floor where observers were prohibited. The following day, observers noted 
that the master aggregation computer had a new database. Observers were not 
able to glean a complete explanation for the errors to which the contractors had 
been referring, but were told that when tallies matched in two out of three reports, 
the matching numbers would be kept and the third number would be discarded.   

● Observers were informed that Cyber Ninjas employees planned to patch 
damaged boxes by taping a manila folder in the area where the boxes were 
tearing apart. According to Blehm, this was the state in which they received the 
ballot boxes, and that Cyber Ninjas have video evidence of that. 

● Bennett removed ballots from the "Senate Cage," which was the ballot storage 
cage that only Ken Bennett and Pullen were supposed to access. 

● Observers noted that employees were attempting to determine if a ballot was 
marked by a "Human" (green button) or not "Human" (red button). A paper 
examination manager noticed that all ballots at one table were being incorrectly 
identified by the red button as having non-human marks. The employees working 
the paper examination station were unaware that they were supposed to change 
the button within the software. The paper examination manager fixed it in the 
software, although a few dozen ballots remained mislabeled. 

● The contractors told participants at Paper Examination Station 26 that “we’re 
going to pilot something new on your station.” A new low-resolution camera was 
added “just to see color” and the Cyber Ninjas employee told the paper 
examination station personnel, “don’t pay attention to it.” Approximately two and 
a half hours after piloting this new low-resolution camera, it was attached to each 
of the paper examination stations.  
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● Within a ten-minute timeframe, observers witnessed Paper Examination Stations 
24 and 25 inadvertently turn off the undermount light on the microscope 
cameras. The light was used to capture the calibration mark on the backs of 
ballots. Without the light, only the front calibration mark was visible, preventing 
the alignment from front-to-back from being photographed. This was an ongoing 
issue that the observers noticed, because the on/off switch was built into the 
platform that the ballots sat upon. When the paper examination personnel ran 
their hand across it, the light shut off.  

● Observers noted that all 28 paper examination tables were using the new 
software –after having to roll back to the old software due to the previous errors. 

● Observers noted that these microscopes were giving off very high radio 
frequencies when security team members scanned them, apparently suspecting 
a transmission occurred at one of the stations near Paper Evaluation Stations 15-
18. 

June 3, 2021  
 

● Logan permitted an observer to use a monocular while on the floor. When the 
monocular was used for the first time, an employee notified Blehm, who began 
shouting at the observer and directed security to remove the observer. Logan, 
who previously assured observers that the staff had been notified that the device 
was permitted, came to the floor, inspected the monocular to verify that it was not 
a camera, and again authorized its use. Approximately an hour after this incident, 
Blehm informed observers that the monocular was "scaring people" and a 
security person again inspected it to verify that it was not a camera. 

● Observers reported that the master aggregation computer contained a new 
Access database. Observers tried learning about the information, but all that they 
could observe was the following queries:  

● Workstation/folder aggregation  
● Count Summaries folders by day  
● Summary President  
● Summary Senate  

● Observers reported that large spreadsheets appeared to be used to aggregate 
the individual tally sheets, using a system that was run in the Command Prompt 
called aggrivator.exe, as observed. This indicates there were two separate 
databases, one that contained aggregated data, and the Access database. 
Based on this finding, observers believed that the aggregated spreadsheets were 
used to maintain updated results on an ongoing basis.  

● At approximately 6:30 p.m., software taking photos of the ballots got out of sync, 
producing distorted images. A manager had to correct this issue, but it occurred 
again at approximately 6:45 p.m. This was the same issue that had necessitated 
the prior software rollback. This issue occurred daily. 

June 4, 2021 

● Observers noticed that employees were not following the published policies on 
suspicious ballot handling. This was a recurring issue. The policy states that 
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ballots will be separated from their batch and put in a specific folder for separate 
review. Instead, employees kept them in their original boxes. Ballots that had 
been flagged for additional review were being mixed in with other ballots. 

● Observers noted the yellow pod and tables were removed to put in more paper 
examination stations. As of June 10, 2021, the new paper examination tables 
had not been set up or put into use. A Cyber Ninjas employee was excited that 
the cameras arrived on June 10, 2021, and told an observer, "now all we need is 
computers." 

June 7, 2021 

● Observers noted that participants were counting both original and duplicate 
ballots, and including each in the overall tally.  

● Observers saw that boxes containing personal identifiable information were being 
moved from the more secure Senate Cage to a less secure cage that more 
people had access to. 

● Only table managers (wearing black t-shirts) or runners (wearing purple t-shirts) 
were permitted to retrieve a ballot box for inspection. Observers noted that 
workers in any color t-shirt, working in any role on the floor, were both returning 
and bringing boxes of ballots for inspection. There were no authorization checks 
before ballots were moved around. 

● Bennett allowed Cyber Ninjas to remove multiple ballot boxes from the "Senate 
Cage," a ballot storage area that only he and Randy Pullen could access. Blehm 
told the observers that Bennett was leaving for the night, and the ballots were 
removed from the more secure "Senate Cage" so that inspections could continue 
without him. 

June 8, 2021  

● Contractors moved the majority of the boxes in the Senate Cage to the less 
secure cage and the boxes were missing chain-of-custody forms. were also 
removed and placed in the cage with all other boxes of ballots. 

● Observers reported frequent camera software crashes and that the paper 
examination manager needed to reconfigure the software often so that the 
images would show up on the computer monitor or the camera. The software 
was rebooted multiple times.  

● Observers saw contractors printing instructions entitled “Phase 1 Retrospective 
Quality Control.” This was more than three weeks after the initiation of Phase 2, 
and more than a month after the observers were told that the quality control 
stations and computers had been set up on May 7, 2021. 

● Observers noted brand new Paper Examination procedures, presumably that 
coincided with the new software. Observers reported that the new procedures 
included an updated “What to Flag” section with only two items: 1) Feels 
Lighter/Heavier or Textured Differently than Ballot Paper and 2) Any Anomaly 
that Cannot be Captured by the Camera or Microscope. 

● Observers saw a contractor approach a colleague on June 9, 2021, with a large 
stack of tally sheets from the “Phase 1 Retrospective Quality Control” process, 
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stating, “I got bad news for you, I need your purple pen.” The purple pen was 
used for correcting errors or signing off on errors that cannot be corrected.  

● Observers noted a document called "Retrospective Phase 1 Quality Control," 
containing procedures on how employees would perform quality checks on the 
tally data entered into the spreadsheets during "Phase 1," from the first day of 
the review through May 14, 2021, when the review was stopped because the 
Coliseum was reserved for high school graduation ceremonies. Observers were 
told that the procedures, although being implemented, were still in draft form, so 
the contractors would not share the contents. 

June 9, 2021 

● Observers saw that the "draft" procedures were being used to input data into a 
spreadsheet. Observers noted that the procedures being followed were not 
standard quality control procedures. Employees were re-entering the data from 
the tally sheets that employees had used during the initial review. The new 
spreadsheet was set up to flag any mismatched numbers. Instead of validating 
the original data, mismatched numbers were altered to match. This alarmed 
observers because tally sheets are marked using red or green pens. Access to 
both red and green pens and to tally sheets was readily available, creating 
opportunities for tally sheets to be altered after the initial review. This made the 
"Retrospective Phase 1 Quality Control" process unreliable. 

● Blehm told an observer, “you should clean up the way the county does business. 
We are finding a bunch of ways they screw up elections, so you should address 
those.” This was notable to the observer because this was within the scope of the 
contract that Cyber Ninjas had with the Senate.  

● Observers reported another new process was implemented surrounding the 
original and duplicated ballots. The observers noticed two teams of data entry 
personnel members sitting at a paper examination station with military and 
overseas ballots and damaged ballots. The observers noticed that the ballots 
were not being photographed. Rather, the data entry personnel members were 
entering information into a spreadsheet. Cyber Ninjas explained that this new 
process entailed documenting the indicia number, the vote for President, and the 
perceived rationale for why the ballot needed to be duplicated  

June 10, 2021  

● Observers noted another process change when two data entry participants were 
discussing the information being tracked. One participant listed, serial number, 
vote for President, reason for needing duplication and the other data entry 
person responded, “No, that changed later in the evening.”  

● Contractors informed observers the process for tallying original and duplicated 
ballots had been modified. The new procedure was to count, tally, and aggregate 
the results of the original ballots instead of the duplicates.  

June 12, 2021 
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● Observers asked Bennett for a demonstration of the aggregation procedures, 
and he replied, “I have been asking for the same thing.”  

● Observers saw that Blue Module 4 and Blue Module 8 turned in all of the 
documentation without “Do Not Aggregate” written on the pages. The runner 
happened to catch both of these instances and told the table manager to write 
this phrase on the chain of custody sheet only; the tally sheets did not have this 
phrase written on them. Observers identified this as an ongoing issue. When they 
asked a table manager to explain the procedures, he said that the procedure was 
to make this notation only on the chain-of-custody sheet and not the tally sheets. 
Observers noted that this was incorrect, that contractors confirmed that both the 
tally and chain of custody sheets needed the designation on them. Furthermore, 
it would not make sense to not have “Do Not Aggregate” on the tally sheets, as 
that was the data that would be entered into aggregation. 

● Observers overheard a discussion regarding a box that contained a mixture of 
provisional and duplicated ballots. Participants were given the following 
instructions: “We will not aggregate the duplicates, but we will handle the other 
provisionals as regular ballots.” Since the provisionals would be handled as 
regular ballots, observers assumed this meant they would be counted, tallied, 
and aggregated. Contractors later told observers that the provisional ballots 
would be withheld from the regular aggregation and would be entered into a 
separate spreadsheet for provisional ballots only. There was no indication as to 
when or if the provisional ballot totals would be included in the aggregation.  

June 14, 2021  

● Observers noted a new process being referred to as "quality control." This 
process had three phases: QCC, QCT, and QCTR. Observers believed that 
these initials stand for Quality Control Count, Quality Control Tally, and Quality 
Control Tally Retrospective. On June 19, 2021, Cyber Ninjas' attorney Bryan 
Blehm confirmed that QCT stands for Quality Control Tally. 

● Observers additionally noted that: 
● The QCC, or Quality Control Count, process appears to be an attempt 

to count the number of ballots in a given batch and in an entire box 
and compare it to the tally that Maricopa County recorded on the batch 
sheet. 

● The QCT, or Quality Control Tally, process required participants to 
spin the ballots on the carousel again in order to get a new tally of the 
entire box of ballots. 

● The QCTR, or Quality Control Tally Retrospective, process was added 
on June 19, 2021. Observers were unable to ascertain what the 
process entailed. 

Overall, there was no information available about how tally differences would be 
reconciled or recorded, or which of the tallies would be considered correct. This 
provided another opportunity for the results of the tally to potentially be altered. 
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June 17, 2021 

● Observers saw multiple boxes of “Ankylin WiFi Microscope” portable cameras 
with 1000x magnification, at 1080P resolution, and with photo/video capability. 
The observers verified that the model of microscope, in addition to having WiFi 
capable cameras, have an iOS and Android app the cameras can stream to. This 
means that the images could have been sent or intercepted by unknown devices. 

● Bennett opened the "Senate Cage" to allow Cyber Ninjas to remove ballots from 
the "Senate Cage" and move the ballots to the other cages that people in any 
color t-shirt could access. 

● Observers saw that Cyber Ninjas employees continued to use insecure 
cybersecurity practices. For example, a paper examination table manager gave a 
StratTech employee a list of shared passwords to log into the system as he was 
attempting to correct an issue with the software being used at Paper Examination 
Table 13. After the StratTech completed his work at the station, he put the paper 
with the passwords into his pocket and walked away. 

● Observers saw many of the paper examination stations experiencing significant 
delays because the software that was being used was "paus[ing]" regularly. 

● Paper Examination Table 13 was having so much trouble with the software that 
participants asked StratTech employees to fix the issue because participants 
were receiving an error message. The StratTech employees dismissed the 
message but were not able to correct the "pause" that continued to occur. 
Another StratTech employee rebooted the software four times without success, 
then rebooted the entire system. None of these attempts corrected the issue. 

June 18, 2021  

● Observers witnessed participants at a quality control tally table count 24 ballots. 
This conflicted with another count, which showed 25 ballots. In a credible audit, 
the batch would have been recounted. Instead, the table manager said she 
thought she found the 25th ballot stuck to another ballot and proceeded without 
recounting the batch. 

June 19, 2021  

● Observers saw Blehm drop data on the floor from a "Spoiled" ballot envelope, 
which was labeled "Reprinted–Jam–See Other Side." Blehm and Bennett 
continued to process several batches during the seven minutes that it took Bryan 
Blehm to notice the data on the floor. Observers were not able to confirm that the 
dropped data/ballot was returned to the correct envelope. Approximately, three 
minutes later, the observers brought it to the attention of Blehm and Bennett, who 
both said that the data was placed in the correct bag. Observers inquired further, 
because the data/ballot was dropped approximately 10 minutes earlier. 
Observers did not receive an answer. 
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● Observers watched Bennett get the remaining boxes of "Spoiled" ballots from the 
more secure Senate Cage, which contains sensitive information. The observers 
noticed that when Ken Bennett unlocked the cage, he set the lock on the floor 
outside the cage without resetting the access code. Observers noted the code on 
the lock, as it was clearly visible. When Ken Bennett turned the combination pad 
after replacing it on the cage and reconnecting it, observers were able to confirm 
that the code they saw was the correct access code. This is especially alarming 
because this was the area where the most sensitive information, including 
personal identifiable information, was stored. 

● Observers noticed the contractors documenting information about the “Spoiled” 
ballots. In the initial batch, observers noted that an envelope entitled “Arrowhead 
Towne Center” contained an absentee affidavit envelope with personal 
identifiable information on it. The table manager took it and placed it in a plastic 
sandwich bag and set it on the table, alongside the personnel members 
reviewing the ballots. When Blehm walked by, the table manager handed him the 
sandwich bag with the envelope; he folded it in half in his hand and walked 
around as he waited for Co-chair Randy Pullen to open the Senate Cage, which 
was where they were storing boxes of data with personal identifiable information. 
Pullen opened the Senate Cage and Blehm set the sandwich bag in a box 
entitled “Arizona Veterans Memorial Coliseum.” While this may have been the 
correct box, the envelope was not placed in the correct batch within the box, so it 
was not associated with the “Arrowhead Towne Center.”  

● Observers witnessed Bennett defacing Maricopa County’s original labels on the 
ballot boxes and the envelopes contained within. Bennett wrote directly on the 
ballot boxes and Cyber Ninjas covered the original label up with a piece of tape 
and wrote the same information on the tape, trying to cover up what he had 
written.  

June 21, 2021  

● Observers noted another new process called “QC-IFS”, in which the workers 
were retrieving SD cards (removable media) from hundreds of ballot boxes that 
were placed there when the boxes were first imaged in the paper examination 
process. The SD cards were taken to workstations and the data from the cards 
was copied to the audit servers, presumably to replace data that had been lost or 
was missing from the servers, as this data should already have been on the 
servers from the initial imaging process. The cards were then replaced back into 
their original boxes.  

June 22, 2021 

● Observers again noted a new process called “QC-PE”, which, unlike its name 
suggests, was not a quality control process but an entire re-imaging of at least 80 
boxes of previously imaged ballots. SD cards of the images that were previously 
placed in the boxes during the first imaging process were all placed in a common 
bin and replaced with new cards created by the re-imaging process. There was 
no chain of custody process in place for the old cards. 
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● Observers identified a process called “QC-IFS,” which appeared to be an effort to 
correct incorrect or missing data. 

● Observers noted boxes missing chain of custody forms, and some of the boxes 
contained personally identifiable information 

 

June 23, 2021 

● Observers noted another new process called "QC-PE," which entailed re-imaging 
previously imaged ballots at the paper examination stations, and 81 ballots were 
in queue boxes for this process. These boxes appeared to contain Election Day 
ballots that were completed during Phase 1 prior to the graduations. In late April 
or early May the ballots unwent the paper examination process.  

June 24, 2021 

● Observers saw participants handling food and ballots at the same time. 

June 25, 2021 

● Observers noted that activity continued to appear chaotic. Participants handling 

boxes were confused about where they and the boxes needed to go and where 

they were in the process. The participants attempted to color-code boxes with 

pieces of tape with corresponding color-coded signs in the cages. However, the 

integrity of the sorting system was not well maintained. For example, an observer 

saw a box with a label that read, "Counted, Examined, Complete," and another 

label on the side (of the same color tape) that only read "Counted.” 

● Each box of ballots was supposed to have one SD card with the paper 

examination data on it. Observers saw a box with two SD cards taped inside of it, 

and that box was sent to the paper examination station three times. Some of the 

quality control procedures appeared to create new errors, requiring additional 

changes to the overall process.   

June 26, 2021 

● Observers noted an additional step in the quality control process called “Rebatch 

QC” which, despite the name, was not a quality control process, but instead was 

a separate recount of ballots that had been reviewed earlier. 

● Aggregation tables were at capacity and participants were keeping two separate 

spreadsheets for the “Rebatch QC” tall and the “Retro PC” tally, creating 

fragmented data sets that could be easily manipulated.  
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● Observers saw participants using software intended to distinguish non-ballot 

images from ballot images, but the software was so flawed that it consistently 

misidentified the images, and the files had to be manually reviewed. 

 

 

 

June 28, 2021 

● The contractors and CyFir founder Ben Cotton told observers that Cyber Ninjas 

were moving the remaining voting machine equipment to a cage on the counting 

floor in order to reduce the need for security in both places.   

● Observers saw Bennett, Cotton, and other participants drop a storage rack full of 

precinct tabulators while trying to move it over a two-inch ramp. 

● Observers noted that multiple tamper-evident seals broke, and some fell off as 

participants were cleaning the tabulators from the floor. Cotton then told 

observers that he did not believe that the equipment had been damaged, 

although he had not tested the equipment. 

● Observers also saw Cotton photographing one piece of equipment that had a 

broken or scratched screen. Observers saw several other pieces of damaged 

equipment. 

● The observers saw multiple people working on a spreadsheet entitled 

“Aggregation Batch Issues,” with tabs named “Batches only found in Agg” and 

“Batches not found in Agg” (aggregation). It appears that they could not find 

portions of their data.  

June 29, 2021 

● Observers identified a new addition to the quality control process entitled “Purple 

Sheet QC.” A participant at the purple-sheet quality control station said that she 

could not “find a batch in either system.” The observers noted more confusion. 

● Observers noted multiple people working on similar projects. Although they were 

working on the same project, some participants worked directly in the 

spreadsheets while others on hardcopies or on sticky notes. Observers 

overheard a participant say they will have issues with consistency because the 

“master sheet” was being updated but the paper copies were not.  

July 1, 2021 
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● Observers reported that the contractors moved equipment and ballots from the 

Coliseum to a smaller building on the fairgrounds property.  

 

July 6, 2021  

 

● Observers noted that new counting machines, reportedly purchased by the 

Senate, had been set up in the new building. 

 

 

July 7, 2021 

 

● Observers reported that they were no longer allowed floor access to the process, 

and could not see most of the work being performed.  

● Observers noted that the temperature in the room was 88 degrees Fahrenheit. 

 

July 8, 2021  

 

● Observers were again granted floor access. 

July 12, 2021 

● Observers saw staff changing the physical file system for tally sheets. Previously, 

the tally sheets were stored by unit/pod. They were now being reorganized by 

pallet/box. Data in the spreadsheets was also being updated to match the 

physical sheets. 

● Observers reported that the data updates seemed to be creating consistency 

issues, and noted several sheets protruding from boxes that had the word 

“Guess?” written on them.    

● The temperature in the building was over 89 degrees Fahrenheit.  

July 16, 2021 

● Observers reported that the Senate contractors were referring to this new 

counting process as “Phase 3—QC.” 

● This counting process was occurring at the same time as Logan testified in a 

Senate hearing that all Cyber Ninjas had left to do was “some more aggregation.” 

July 17, 2021 

● Observers noted that the temperature in the building was 84 degrees Fahrenheit  

and humidity was 62%. 
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July 19, 2021 

● Observers noted that the temperature in the building was 90 degrees Fahrenheit 

and humidity was 56%. 

July 20, 2021 

● Observers noted that the temperature in the building was 88 degrees Fahrenheit 

and humidity was 61%. 

 

July 21, 2021   

● Observers noted that the temperature in the building was 90 degrees Fahrenheit 

and humidity was 59%. 

July 22, 2021  

● Observers noted that the temperature in the building was 91 degrees Fahrenheit 

and humidity was 53%. 

July 23, 2021 

● Observers reported water leaking from the roof in five places, including in the 

ballot storage areas. 

● Workers covered the ballot pallets with a plastic sheet.   

● Observers noted that the temperature in the building was 77 degrees Fahrenheit 

and humidity was 81%. 

July 24, 2021 

● Observers noted that the temperature in the building was 77 degrees Fahrenheit 

and humidity was 84%. 

● Observers reported that the original Maricopa County labels on three ballot 

boxes on pallet 42 were damaged or torn.  

July 26, 2021  

● Observers noted that the temperature in the building was 84 degrees Fahrenheit 

and humidity was 63%. 

● Observers heard Logan say that he "[did] not know" if the data from the Senate 

ballot count would be used in the final Cyber Ninjas report.   
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July 27, 2021  

● Observers reported that chain of custody forms were not attached to ballot boxes 

while being handled by multiple workers.  

● Observers noted that some chain of custody forms were altered after work had 

been completed on the relevant boxes.  

● Observers noted that the temperature in the building was 88 degrees Fahrenheit 

and humidity was 56%. 

 

July 29, 2021  

 

● Observers reported that ballots and voting equipment were returned to Maricopa 

County Officials.  
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Appendices 

Appendix A: Observer Biographies  

ELIZABETH HOWARD  

Brennan Center  

Liz Howard serves as senior counsel for the Brennan Center’s Democracy Program. 

Her work focuses on election security. Howard regularly comments for television, radio, 

and print media on issues relating to election security and election administration, and 

has testified before the U.S. House Committee on Homeland Security and in a variety 

of state legislatures. She has also co-authored multiple Brennan Center reports and 

white papers, including: Better Safe Than Sorry (2018), Defending Elections: Federal 

Funding Needs for State Election Security (2019), Trump-Russia Investigations: A 

Guide to Preparing for Cyberattacks and Technical Failures: A Guide for Election 

Officials (2019).  

  

Prior to joining the Brennan Center, Howard served as deputy commissioner for the 

Virginia Department of Elections. During her tenure, she coordinated many election 

administration modernization projects, including the decertification of all paperless 

voting systems, implementation of the e-Motor Voter program, and adoption of online, 

paperless absentee ballot applications, for which the department received a 2017 

Innovations in American Government Bright Ideas Award from the Ash Center for 

Democratic Governance and Innovation at the Harvard Kennedy School.  

 

She previously worked as general counsel at Rock the Vote, a nonprofit organization 

dedicated to engaging young people in politics and as a senior associate at Sandler 

Reiff in Washington, DC, where she specialized in election law with a focus on voting 

rights, campaign finance, and post-election disputes. Howard earned her JD from the 

William & Mary Law School and received the Alumnus of the Year award from the 

William & Mary Election Law Society.  

 

RYAN MACIAS  

RSM Election Solutions LLC  

For 15+ years, Macias has provided subject matter expertise in election technology, 

security, and administration to election officials across the U.S. and election 

management bodies abroad. Macias has advised thousands of election stakeholders 

on methods to build resilience in the election infrastructure.  

During the 2020 election cycle, Macias worked to ensure that accuracy, reliability, and 

security was enabled by supporting election infrastructure owners and operators in 

developing evidence-based elections.  
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In 2019, Macias founded RSM Election Solutions LLC, a consulting firm whose motto is 

Resiliency in the election infrastructure = Securing election technology + Mitigating 

risk to the democratic process. He is also a subject matter expert in infrastructure 

security developing strategies and products for state, local, tribal, and territorial (SLTT) 

governments and private sector partners to mitigate risk to critical infrastructure.  

From 2016-2019, Macias worked for the U.S. Election Assistance Commission (EAC), 

most recently as the Acting Director of the Voting Systems Testing and Certification 

Program. He also spent 10 years with the California Secretary of State, developing and 

implementing legislation, policies, and procedures on election technology and security.  

  

Ken Matta 

Office of the Arizona Secretary of State 

Ken Matta serves as the Information Security Officer and election security lead for the 

Arizona Secretary of State’s Office. His election and IT experience began at the 

Secretary of State’s office in 2002, and includes system administration, network 

administration, information security, logic and accuracy testing, election security 

instruction, election incident preparedness, and developing statewide election security 

programs. He is especially passionate about providing necessary resources and 

assistance to our Arizona counties relating to election security and working as a liaison 

between the counties and the Secretary of State to help understand the election 

security needs at the county level. Matta is a state-certified election officer, currently sits 

as a member of the Arizona Enterprise Security Program Advisory Council and the 

Elections Assistance Commission Standards Board, and chairs the Arizona Vote Count 

Verification Committee. 

 

JENNIFER MORRELL  

Elections Group  

Jennifer Morrell is a former local election official and recognized expert in election 

audits. She is a partner at The Elections Group, where she consults on election 

administration and auditing. Jennifer works as a consultant with the Democracy 

Fund, leading the Election Validation Project, which is aimed at increasing trust in 

elections through rigorous audits, standards, and testing. As the Deputy of 

Elections in Arapahoe County, Colorado, Morrell was instrumental in Colorado’s 

successful implementation of the first statewide risk-limiting audit (RLA). She has 

successfully overseen RLA pilot programs in several states and local jurisdictions 

and authored a series on election audits titled “Knowing It’s Right”. Morrell also 

serves as a subject matter expert for CISA. She was an election official for nine 

years (2009-2018) in Utah and Colorado, is an Election Center CERA graduate, 
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holds a Master of Arts in Management from Webster University, and is a veteran of 

the United States Air Force.  
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Appendix B: Cyber Ninjas Scope of Work 
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Appendix C: Settlement Agreement 
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Appendix D: Correspondence 
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